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POLICY AND PROCEDURE MANUAL MAINTENANCE

Format:
The RICR Policy and Procedure Manual will be an elecfoonmiat. Hard copies will be available
upon request.

New policies and procedures:
The RICR garogram directors shall be responsible for reviewing, approving, and signing off on all
updates and newpolicies and procedures.

Review and update of policies and procedures schedule:
The policy and procedure manual shall be reviewed at least annNahy policies and procedures
will bewritten, as necessary.

Documentation of changes:
Original documentlate shall be retainedReview and/or updated policy date will be written directly
underneath original document date.




SECTION 1: RHODE ISLAND STATEWIDE CANCER REGISTF
GENERAL INFORMATION

1.0 Overview
The Rhode Island Cancer Registry (RICR) has mbldecteer case reports since October 1986. Since

1995, this effort has been supported in part by the National Program of Cancer Registries (NPCR) of
the Centers for Disease Control and Prevention (CDC), a federally mandated program that supports
populationbased cancer surveillance systems.

RICR collects and processes high quality and standardized newly diagnosed cancer data on the type
and extent, as well as patient demographics amtensivecancer treatment information. RICR

produces comprehensive epidéntogical reports on cancer incidence, prevalence, and mortality.

This informationisused torecognizeRhode Islandpecific cancer occurrence in depth, by temporal,
geographic and demographic characteristics, smchonitor progress in statewide cancer control

and prevention efforts.

RICR datés alsosubmitted to the CDC NP@Rncer Surveillance System (NFEISand North
American Association of Central Cancer Registries (NAAGRR)ly anccombined with other
OSYiNXft OF yOSNJ NB3IA & (i thiditdBies @ndiutisdidtiongtaphBuged).SG KS | { |a
Cancer Statisticshe official federal source of capr statistics.

| SFf GKOFNBE LINPOARSNARAQ NBLRNIAYy3a 2F OFyOSN OFasa
23-1-18(2) 23-8-1, and23-12-4 for the purpose of establishing a unified procedure for the reporting
of cancer to the Rhode Island CancegRiey. The data collected for the RICR and the NPCR align
with the information of diagnosis and treatment of cancer by providers in clinical settings. To ensure

cancer data are of high quality, comparable and meaningful to both clinical and public health
agencies, the RICR and the NPCR systems are highly standardized and coordinated. Multiple national
organizations are involved in developing consensus standards and best practices in pogndatdn
cancer surveillance. Central cancer registry standareeinthe United Statesre CDC NPCR,

National Cancelnstitute of Surveillance, Epidemiology, and End Results (NCI SEER) Program,
American College of Surgeons Commission on Cancer (ACoS CoC), American Joint Committee on
Cancer (AJCC) and North Ameridasociation of Central Cancer Registries (NAACCR).

1.1 Purpose

The primary purpose of the Rhode Island Cancer Registry is to collect tomlylete,and accurate
data from reporting sources to ensure an accuratatinuing,and systemid¢oundationof state
specific cancedata. Reporting sources include all hospitals, clinical laboratories, and other
treatment facilities that diagnose and/or treat cancer in the state of Rhode Island. Accurate data
helps to prepareand publish technicalnd statistical reports and publications related to the cancer
burden among Rhode Islanders



http://webserver.rilin.state.ri.us/Statutes/TITLE23/23-1/23-1-18.HTM
http://webserver.rilin.state.ri.us/Statutes/TITLE23/23-8/23-8-1.HTM
http://webserver.rilin.state.ri.us/Statutes/TITLE23/23-12/23-12-4.HTM

Accurate datalsoaids in the development ajueries and analyzes the cancer registry data to

provide epidemiological reports for the Rhode Island Department®fH ( K Qa / 2 YLINBKSYyY
[ 2YyGNREST 22YSyQa /FyOSNI {ONBSyAy3ds FyR [ 2f2NB(

care systems, consumers, and responses to all requests for Rhode Island canc@hdatkata is an
important tool used by the GD,scientistsand research partners to aid in the fight against cancer,
streamlining of treatmentsandbest practices.

1.2 Registry Administration

The RICR is the central repository of information and is a valuable and essential tool in the
identification of populations at risk for cancer, monitoring of cancer incidence trends, facilitation of
studies related to cancer prevention, evaluation of cancer control initiatives, and development of
educational awareness programs.

Pursuant to R.l. Gen. Law23&12-4, the state drector of healthmay enter into a contract with a
non-profit organization toestablish a registry to record cases of canthat occur in residents of the
state and any appropriate information concerning these cases to conduct epidemiologic surveys of
cancer and to apply appropriate preventative and control measufesa detailed description of the
Rhode Island State Rdgtion for the Cancer Registry, visit:
https://rules.sos.ri.gov/regulations/part/2140-10-2.

Since 1992, the HospitAssociation of Rhode Island (HARI) has been in contracthsittate of

Rhode Island Department of Health to operate the central cancer registry system. The Agreement
between the two entities delineates the mutual responsibilities, required perforraanc
reimbursement and fiscal assurance, designation of services to be rendered, confidentiality,
disclosure of data, assurance of compliance with the requirements, and other.t&@trescurent
agreement can be found undémpperdix A

B A ¢
D |



http://webserver.rilin.state.ri.us/Statutes/TITLE23/23-12/23-12-4.HTM
https://rules.sos.ri.gov/regulations/part/216-10-10-2
https://rules.sos.ri.gov/regulations/part/216-10-10-2

Rhode Island Cancer Registry Organizational Structure (as of March 2019)
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SECTION 2: LAWS AND REGULATIONS
2.0 Cancer Registries Amendment Act

Citing the need for a national program of cancer registries to provide local, state, regional, and
national cancer incidence data for health planning, the U.S. Congress established the National
Program of Cancer Registries (NPCR) in 1992. Public Lédgpl®2 Sy G A Gf SR GKS a/ I y|OS
' YSYRYSyid ! OlGéx FdzZiK2NART SR GKS /5/ G2 LINRPGARS |Td:
cancer registries; to plan and implement registries where they did not exist; to help develop model
legislation and regul&n for states to enhance the viability of registry operations; to set standards
for data completeness, timeliness, and quality; to provide traimingegistiies, and to help establish

a computerized reporting and data processing system.

To view the comg@lte public law ruling, vishittps://www.cdc.gov/cancer/npcr/npcrpdfs/publaw.pdf

2.1 Benign Brain Tumor Cancer Registries Amendment Act

In response to the need for national populatibasel data on all central nervous system (CNS)
tumors, Congress passed the Benign Brain Tumor Cancer Registries Amendment Act in 2002. This law
OKFy3aSR bt/ wkwL/ wQa RSFAYAGAZ2Y 2F NBLR2NIFo6t S {dzy
occurring in the brainmeninges, spinal cord, cauda equina, a cranial nerve or nerves, or any other
part of the central nervous system. The national standard setting organizations agreed to require
reporting of nonmalignant brain tumors, beginning with cases diagnosed on orJaiteary 1, 2014.

Please read the full Public Law 1260 athttps://www.govinfo.gov/content/pkg/PLAW
107publ260/pdf/PLAALO7publ260.pdf

2.2 Rhode Island Cancer Registry RegulationREIRL0-10-2)

Pursuant to the authority conferred under R.I. Gen. Law83E§18(2) 23-8-1, and23-12-4, Rhode
Island Cancer Regig rules and regulations establish a unified procedure for the reporting of cancer

to the Rhode Island Cancer Registry.

To complywith the rules and regulations, each health care facility and/or health care provider shall
submit a set of available inforation on reportable cases within thirty (30) to foifiye (45) days

from the date of a case first seen bByrovider (including but not limited to: patient demographic
information, date of diagnosis, primary site, histology, behavior, tumor identifianpfusequence
number, and facility/provider information), as defined in § 2.2 of the Regulations, and specified by
the Rhode Island Cancer Registry.

Within one hundred eighty (180) days from the date of a reportable case first segprbyider as
definedin § 2.2 of the Regulations Part, a health care facility and/or health care provider shall
complete and reportll required information, as specified by the Rhode Island Cancer Registry. The
originating health care facility and/or provider shall retainuplicate copy of submitted information



https://www.cdc.gov/cancer/npcr/npcrpdfs/publaw.pdf
https://www.govinfo.gov/content/pkg/PLAW-107publ260/pdf/PLAW-107publ260.pdf
https://www.govinfo.gov/content/pkg/PLAW-107publ260/pdf/PLAW-107publ260.pdf
http://webserver.rilin.state.ri.us/Statutes/TITLE23/23-1/23-1-18.HTM
http://webserver.rilin.state.ri.us/Statutes/TITLE23/23-8/23-8-1.HTM
http://webserver.rilin.state.ri.us/Statutes/TITLE23/23-12/23-12-4.HTM

2.3 Confidentiality

2.4 Health Insurance Portability aAdcountability Act of 1996 (HIPAA)

for a two (2) year period from the date of submission. Said information and data shall be submitted
in a manner consistent with § 2.4 of the Regulations.

For a detailed description of the Rhode Island State Regultdiche Cancer Registry, please visit:
https://rules.sos.ri.gov/requlations/part/214.0-10-2.

RICR shall maintain comprehensive records of all reports of reportabs submitted pursuant to
the provisions of the Acts and the Rules and RegulationsRRC&LO-10-2). Such reports shall be
confidential in accordance with R.l. Gen. Laws Chdp8at.3(Confidentiality of Health Care
Communications and Information Aé&ppendixB) and subject to the restrictions on release
incorporated therein.

RICR shall employ the highest data protection available whildumimg data releases to or mutual
data exchanges with CDC NPCR, NAACCR, other central cancer registries, reporting facilities and
other data users, pursuant to reciprocal contracts for said purpose.

RICR employees must sign ganfidentiality policy documerannually This will be kept in the

SYLX 2858S8Qa ¥F2f RSN® Lff O2YLMzi SNAT SR RIFGlF SEOKI

uploaded to a secure encrypted, password protected website. RICR staff shall sign configentialit
pledges when required by reporting facilities while in the process of conducting RICR business, if
required. Sedé\ppendixC for the RICR Confidentiality Pledge.

The HIPAA Privacy Rule addresses the concerns for patient privacy and data confidentiality that arise
with the collection and transmission of electronic health information. HIPAA recognizes the

legitimate need for publibealth authorities to have access to personal health information (PHI) for

the purposes of health surveillance. It authorizes the disclosure of such information without patient
authorization as required by state and local public health laws, includingtieg@f cancer

surveillance data to central cancer registries. The Privacy Rule, however, does require reporting
sources to document disclosure of information to the central registries.

The Privacy Rule also distinguishes between public health practibboPlealth surveillance,
disease control, or program evaluation) and activities which may develop into an ongoing research
study and are, therefore, subject to research disclosure provisions.

Further information on the HIPAA Privacy Rule and PublicliHisadtvailable in a report prepared by
the Epidemiology Program Office of the CDC and Published in the MMWR on April 11, 2003. This
report is available atvww.cdc.gov/mmwr/preview/mmwrtmli/m2e411al.htm and is intended to

help public health agencies and other understand and interpret their responsibilities under the
Privacy Rule.

10



https://rules.sos.ri.gov/regulations/part/216-10-10-2
http://webserver.rilin.state.ri.us/Statutes/TITLE5/5-37.3/INDEX.HTM
http://www.cdc.gov/mmwr/preview/mmwrhtml/m2e411a1.htm

2.5 Rhode Island Department of Health Release of Hiddirmation
Policy

2.6 Rhode Island Department of Health Data Use

For more details on HIPAA and Protected Health Information, visit
https://www.cdc.gov/immwr/preview/mmwrhtml/m2e411al.htm

HIPAA also provides for the study of issues related to the adoption of uniform data standards for
LI ASYyiQa YSRAOFE NBO2NR Ay T2 N)ormatichyWPCRyaRI G KS S
RICR promotes electronic data submission from reporting facilities and exchange among central
registries. RICR incorporates HIPAA standards relating to registries use of electronic data as enabling
technologies are realized.

More information about application of data privacy requirements to cancer registries can be found
at: https://www.naaccr.org/confidentialityissues/

Under the HIPAA, individuals are entitled to receive a copy of protected health information about
themselves that HIPAgovered health care provider or entities maintain. Rhode Island Department
of Health, the sole public health agenoythe State of Rhode Island, is a HIRA®ered entity, and

NEIljdZANBa AYRAGARdAz-fa (G2 dzaS F F2N¥ F2NJ GKS 1 Lt!!

requirements AppendixD).

There are federal websites that include guidamn the subject:

https://www.hhs.gov/hipaa/forindividuals/personatepresentatives/index.html

https://www.hhs.gov/hipaa/forindividuals/familymembersfriends/index.html

https://www.hhs.gov/hipaa/forprofessionals/fag/authorizations/index.html

Rhode Island Department of Health Institutional Review Board (RIDOH IRB) is established to review
the procedures for protection of human subjects in all researdjeggts that involve RIDOH staff,

data, or other resources. The principal purpose of IRB review is to assure that the procedures for
obtaining informed consent from human research subjects are properly established and
administered.

RIDOH IRB is mandatemreview only those projects and programs that, in whole or part, meet the
definition of research on human subjects, as presented in the federal regulations governing
protection of human subjects (Title 45, Code of Federal Regulations, Part 46). If@ prggeogram,

or any component of a project or program, does not meet both definitions, it is not subject to IRB
review. It is the responsibility of the principal investigator (PI) of a project to obtain IRB review in all
cases where appropriate. The Payrchoose not to submit a project to the IRB if he/she believes it
does not meet the federal definitions. However, the consequences of failing to obtain human
subjects review of a project where it is required are such that it is advisable to submit any

11
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https://www.cdc.gov/mmwr/preview/mmwrhtml/m2e411a1.htm
https://www.naaccr.org/confidentiality-issues/
https://www.hhs.gov/hipaa/for-individuals/personal-representatives/index.html
https://www.hhs.gov/hipaa/for-individuals/personal-representatives/index.html
https://www.hhs.gov/hipaa/for-individuals/family-members-friends/index.html
https://www.hhs.gov/hipaa/for-individuals/family-members-friends/index.html
https://www.hhs.gov/hipaa/for-professionals/faq/authorizations/index.html
https://www.hhs.gov/hipaa/for-professionals/faq/authorizations/index.html

questionable projects for review. The RIDOH IRB chair and members and RICR Administrator are
available to investigators for consultation on the necessity of submitting specific projects for IRB
review.

For detailed instructions, and RIDOH IRB review apmit&trms are available at:
http://www.health.ri.gov/programs/detail.php?pgm_id=145

2.7 Destroying Sensitive Data

PRINTED MEDIA

All employees or contractors working with or fetCRare required to removaill papers, forms,

notes, computer files or other materials containing pati@ntifier information from desktops and
lock all such materials in desks or fikhinets at the ed of each day. All documents are to be turned
face down wherstaff are away from their desk during the day. Employees performing data
collection in the field, when asking contact people for information, shall rsake forms containing
other data are not Bown, shall transport forms and medigalcords so that private information is

not visible and will not comment on amyformation seen in the medical records reviewed

When printed reports containing confidential information are no longer needed, thediapmsed
of by shredding

ELECTRONIC

TheRICRegistrystaff is responsible for their own actions in regard to data security policies and
procedures.

For PHI on electronic media, clearing (using software or hardware products to overwrite media with
non-sensitive data), purging (degaussing or exposing the media to a strong magnetic field in order to
disrupt the recorded magnetic domains), or destroying the media (disintegration, pulverization,
melting, incinerating, or shredding).

For further informaion on printed and electronic sanitation techniques please see section 5 of the
NIST Special Publication 888, Guidelines for Media Sanitization located
https://www.hhs.gov/guidance/sites/default/files/hhguidancedocuments//nist80088.pdf

12



http://www.health.ri.gov/programs/detail.php?pgm_id=145
https://www.hhs.gov/guidance/sites/default/files/hhs-guidance-documents/nist80088.pdf

SECTION 3: REGISTRY OPERATING AND DATA MANAGEME|
3.0 Software

¢KS wL/w dzaSa GGKS /SyiSNmR F2NJ5AaSIFasS /2yiNBt |y
programs Registry Plus is a suite of publicly available, Windoaged software programs that can

be used for collecting and processing cancer registry data. Registry Plus currently includes eight
applications. These applications are noted\ppendixE as well as a flow diagranirhese software
programs are made available by the CDC to facilitate the implementation of the National Program of
Cancer Registries. These programs are compliant with national standards arelusedb

separately or together for both routine and special data collection. In addition, the applications are
fully customizable for RIGpecific needs.

TheCDQRegistry Plus suite of applications offers the RICR reporting solutions for all levets of da
reporting sourcesThecapabiliiesof AbstractPlusare suitable fornon-accredited reporting facilities
aswellagJK @ a A OAl Y& Q 2 Falumd Rporting ¥drrcedT HiksSiMard pogides a way

for facilities to abstract and edit cases fabgnission to the cancer registryhe file mapping

functions of eMaRC Plus and Data File Mapper Plus Tools can be used to generatedtifiles as

well as to map files received by central registries in formats other than NAA@@RLtted files.
Oncereceived, the data may be cleaned and edited with Prep Plus, and then consolidated and
maintained using CRS Plus. In addition, Link Plus provides the capability to detect duplicates within a
cancer registry or to link files of cancer registry data to exdéfiles.

Benefits to RICR of Using Registry Plus Products

o All software and user support, including user training, provided-&rfeeharge by NPCR
o Certified Tumor Registrar (CTR) support also provideddiebarge by NPCR
o All applications are customizkhfor state and projectspecific needs
A Customizable user interfaces
A Support statespecific data items and edit sets
A Databases are not proprietary; central registry can develop their own queries and
reports
o CentralRegistry System (CRS Plus) provideafidomation of central registry patient record
linkage and consolidation, as well as for tumor and data item consolidation tasks
A Potential central registry savings in processing time and cost
o Software updates and enhancements developed with input from ysers upon request
o Monthly Registry Plus Users Group (RPUG) teleconference meeting
A Used to communicate Registry Plus software updates, discuss development plans
with users of the applications, and gather feedback from users
A Promotes exchange sbftware issues, successes, and ideas for implementation
among users

13




o Updates to database are timely and user friendly
A Provided via a secure FTP site
A 1T support for updates provided by NPCR foéeharge
A All applications keptip to datewith national stan@rds and requirements

PaAy3 GKS /SyYyGaSNB F2NI5AaStrasS /2yiNRBt yR t NB@S

collecting and processing cancer registry data allows RICR to meet the functional requirements of a
central cancer registry as speeiiin NAACCR Standards for Cancer Registries, (Vol. lll) Data
Standards for Completeness, Quality, Analysis, Management, Security, and Confidentiality of Data.
https://www.naaccr.org/wpcontent/uploads/2016/11/Standardfor-Completenesfualty-
AnalysisManagementSecurityand-Confidentialityof-DataAugust2008PDF.pdf

The Registry Plus suite handles the various functional requirements specified in NAACCR Standard
Volume lll, as thepertain to the RICR's data collection system. These iaclud

1 Seamless system upgrades to reflect national cancer registry standards.

1 Reconciliation of duplicate records through deterministic and probabilistic methods;
provision of patient and canceeport record merging.

9 Provision online new cancer report datatey (abstracting). New cancer reports can be
SYyiSNBR RANBOGfe AyG2 GKS NBIAaGNBQA RIGI
thus providing the ability for rapid reporting of incidence data from other-negistry
facilities (i.e., clinics, labs, péician offices).

91 The ability to download records in various file formats, including the NAACCR data
exchange record layout.

9 Tighter integration of EDITS into the singdeord-interface (data entry) component.

1 Custom query capability via access databaserygjmodule.

SAS will be used when conducting more sophisticated analysis.

A full list of requirements for the above is located within the Registry Plus Central Registry Tools
guide located ahttps://www.cdc.gov/cancer/npcr/pdf/registryplus/registry plus_reguirements

508.pdf

3.1 Hardware

Each RICR employee is equipped with his/her own PC and laptop. Each PC is connected to a secured
server(located within ARDwhich houses Registry Plus software and shared files. Each employee is
assigned a laptop which is required to be locked up and stored in a secure location when it is not in

the immediate possession of the authorized user. The registry also hasttable WiFi devices,

which are stored in a secure area.

SERVER HARDWARE

M 4 hard drives:
0 Hard Drive: 7.2K RPM SATA, 6Gbps, 3.5in Cabled
1 IP Allocation:IPv4. Each server has their own Static IP address

14



https://www.naaccr.org/wp-content/uploads/2016/11/Standards-for-Completeness-Quality-Analysis-Management-Security-and-Confidentiality-of-Data-August-2008PDF.pdf
https://www.naaccr.org/wp-content/uploads/2016/11/Standards-for-Completeness-Quality-Analysis-Management-Security-and-Confidentiality-of-Data-August-2008PDF.pdf
https://www.cdc.gov/cancer/npcr/pdf/registryplus/registry_plus_requirements-508.pdf
https://www.cdc.gov/cancer/npcr/pdf/registryplus/registry_plus_requirements-508.pdf

Included Bandwidth: 100/15
License:Microsoft Windows 2016 Standard
Memory: 32GB RAM

OS:Windows 2016 Standard

Processor: S2y vdzZ R O2NBQa
RAID:RAID 5 Controller

M DELL TowerDELL Tower T430

OTHER SERVER SERVICES

= =4 4 -8 8 2

Monitoring: Daily basic monitoring

User Support: Daily, on call support

Terminal Services: Terminal Services 8 users

Database Support: MS SQL basic support, Access data base support

= =4 4
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(described above). These programs work with &&164- bit Microsoft® Windows® operating

systems on x88ompatible processors. The minimum hardware requirements are the same as those
of the Microsoft Windows operating system. The programs are written in Microsoft Visual Basic,
version 6. Many of the progms incorporate Dynamic Link Libraries (DLLs) written in C.

For further information on system and IT personnel requirements, please visit:
https://www.cdc.gov/cancer/npcr/pdf/registryplus/registry _plus_requiremer®8.pdf

3.2 Data Security

Cancer Registry LocatiQiBuilding Security

The Rhode Island Cancer Registry is located within The Hospital Association of Rhode Island. Access
to the building is permitted throughraindividuallydesignated security password whiishrequired
to be entered in two differenpin padsecuredocations before accasis granted tdhe registryarea

Cancer Registry Server Access

1 The Registry Plus Suite obBucts is housed on a secured server located within HARS.
server is password protected and stored in a dedicated room which requires a key for entrance.
Servers are protected with layers of securityquiringadditional passwords to access. They ar
maintained by Braver Technology Solutions, LLC.

1 Each employee has their own password, which meets the guidelines of Al&R&émployee
working remotely, must log into the secured server through a VPN portal as well as Remote
Desktop Connection.

9 DesktopComputers: All employees are given an individual workstation and are assigned a
unique password. All computers are equipped with firewalls as well as virus, spyware and
malware protection.

15



https://www.cdc.gov/cancer/npcr/pdf/registryplus/registry_plus_requirements-508.pdf

1 Laptops: Employee laptops contain the same-gintis and malwee/spyware protection as
desktop computers.

1 Remote Computer Access: REZRployees are required to use multiple layers of security when
accessing the cancer registry database from outside the main office location. This is
accomplished by first connecting the SonicVALLNetExtender VPN application using assigned
log in and password information. Ons&ff isconnected she/he isthen instructed to log in to
an inrhouse remote desktop connection which is located within a dedicated server consisting of
an interface pointing to the CRS Plus configuration. All instances of application use are housed in
the same server location andeanot accessible via direct access to a desktop computer. This
ensures that the application is being used in a secured environment free from viruses and
malware/spyware.

91 All functions and servers are protected by a firewall (S&WE] that is patched dung regularly
scheduled monthly maintenance visitWe have a Cleanweb Filtering Service tied into our
network for an added layer of Website filteringg.syncs with a Cisco service that helps avoid
users getting to sitethat are not legitimate or saféor access Antivirus protection iprovided
through Webroot,is updated in real time, and is constantly ssath computers.

Secured Data Transmission

Sharefil®Encrypted Cloud Services
(reproduced fromhttps://www.sharefile.com/securéile-sharing

All in-state reporting facilities submit their cancer cases via a clmaskd software sitand data
centercalled Sharkle.com. Files are securedth encryption protocols and algorithmeghilein

transit and once saved. Datacenters are equipped to protect against data loss. Configurable controls
include password settings with individual interfaces to access restricted folders assigned to specific
persons.

ShareFile®mploys Secure Sockets Layer (SSL) and Transport Layer Security (TLS) security protocols
to protect authenticationauthorization,and file transfers. Files are encrypted in transit with a

minimum of 128bit encryption; stronger encption (up to AES 25Bit) is available if needed.
ShareFile@Iso employs a keyddashed message authentication code (HMAC) to authenticate and
ensure the integrity of intrasystem communications and relies on file size and hash to ensure file
integrity.

To protect files once save8hareFile®tores them using AES 26& encryption (a Federal Information

Processing Standards (FIPS) encryption algorithm), in addition to unigdiéepgezys.
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(Reproduced fromhttps://www.cdc.gov/cancer/npcr/tools/reqgistryplus/mp.hjm

eMaRC Plus is a file mapping tool that is used to view and work with pathology lab files in HL7 or
pipe-delimited format. The application imports HL7 files manually or directly from the PHIN
Messaging System (PHINMS) queue and tests the messages for existence of required data items.

eMaRC Plus searches for cancer terms to mark potential cancer cases asdlpaltiology lab

database in SQL Server. eMaRC Plus reads HL7 version 2.3.1 ORU”01 message batch files, parses

messages, and stores HL7 data elements as discrete field values into tables in the eMaRC Plus
database. In a typical setting, the PHINMS is tisexdtnd HL7 batch files from a laboratory to a

OF yOSNI NB3IAAUGNE 2N FYy20KSNJ I 3Syo0e ¢g2NJAy3 2y
workstation at a cancer registry and polls the worker queue of the PHINMS receiver for any new

incoming files. Wen a new file arrives in the queue, the application processes it and waits for

another new file. eMaRC Plus can also be used in an interactive mode where the user selects a file to

import into the eMaRC Plus database. During import, the program seardbassitable to find a
potential report of cancer; an inbuilt negation terms finder algorithm (NegEx) enhances the
LINEINF YQ& GSEG YAyAy3a OFLIoAftAGASE Ay (SNXa
reports in a usereadable format with canagerms highlighted in red and negated terms

highlighted in blue. Both the terms table and the negation phrases table are customizable. eMaRC

Plus also creates partial abstracts from HL7 messages during import, translating various coded values

from the HL7coding standard to NAACCR standards. eMaRC Plus provides the ability to view both
LI K2t 238 NBLRNIAQ RFEGF AdSYa 7T NPoysidedgnthe da8et a |
screen and allows the user to look at the text of pathology reports and dath items, like primary

site and histology, in partial abstracts. The aatwe histology feature suggests pertinent histology

codes by analyzing the text of the report while the user codes abstracts.
ePath Reporting Module

The ePath Reporting module frorts HL7 2.3.1, HL7 2.5.1 (narrative or synoptic reports), and North
American Association of Central Cancer Registries (NAACCRElmpiged files manually or directly
from the Public Health Information Network Messaging System (PHINMS) queue, mak#sesur

files contain the required data items, parses HL7 messages, and maps HL7 data elements to NAACCR

data elements. A new release of the eMaRC Plus ePath Reporting module is distributed each year,

usually in late spring.
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https://www.cdc.gov/cancer/npcr/tools/registryplus/mp.htm

Physician Reporting Module

The Rysician Reporting module imports HL7 CDA files manually or directly from a folder or the
PHINMS queue, makes sure the files contain the required data items, parses HL7 documents, maps
and, if needed, translates the HL7 data elements to NAACCR data eterfieatfirst production

release was distributed in June 2014 and several enhanced versions have been released since then.

All security functions within the installed Registry Plus suite of products are closely monitored by our
dedicated IT consultant at §Solutions, LLC. Server security and virus protection are performed on
a routine basis by our IT firm, Braver Technology Solutions, LLC.

3.3 Ownership

All individual records and aggregate data relating to the Rhode Island Cancer Registry are the
property of the Rhode Island Department of Health. The use of confidential records by any person
shall be subject to the approval of the Director in accordance with applicable federal and state law,
rules and regulations regarding confidealiy and publt access to data
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SECTION 4: CANCER DATA REPORTING GUIDELINES
4.0Case Eligibility

All eligible cases diagnosed on or after January 1, 199%epcetable tothe RICRN most
OANDdzvyaidl yOSas GKS RAI 3y 2a3aA anedical retdyClOsBINE | & NI ¢
synonymous with reportable cancer. However, in those situations where the physician is not certain
of the diagnosis, the associated terminology in the medical record reflects that uncertainty and is
ambiguous. CoC, NPCR, SEERC&ER agree to the list of terms considered as diagnostic of cancer
and the list of terms not considered as cancer.

Reportable Diagnoses

1. Behavior code of 2 or 3 in I&B3 (includes VIN lIl, VAIN III, AIN 1Il); or, for 2010 and later
diagnoses, behavionde 3 according tthe WHO Classification of Tumors of Hematopoietic and
Lymphoid Tissues (2008).

2. Nonmalignant (behavior codes 0 and 1) primary intracranial and central nervous system tumors,
including juvenile astrocytoma (M9421/3).

3. CIS of the cervix dCIN llbr SIN 1I{Beginning 1/1/2018)

4. As of 01/01/2021, early or evolving melanoma in situ, or any other early or evolving melanoma,
is reportable.

5. Carcinoid, NOS of the appendix C181 (as of 1/1/2015).

. All GIST tumors are reportable as04f01/2021. The behavior code is /3 in KCEB.2.

7. Nearly all thymomas are reportable as of 01/01/2021. The behavior code is /3-@-82D The
exceptions are microscopic thymoma or thymoma benign (8580/0), micronodular thymoma with
lymphoid stromg85801), and ectopic hamartomatous thymoma (8587/0)

Exceptions (not reportable)

1. Skin cancers (C44. ) with histologies 88005, 80168046, 80568084, 80968110
2. PIN Il (after 1/1/2001).

Ambiguous Terminology Considered as Diagnostic of Cancer

Donota dzo 8 G AGdzi § &eéy2yevya adOK a4 Gaddl2asSRé F2NJ
y20 adzoaiAdddiS & Udebryithe éxachwms oa it f A1 St & dé

Ambiguous Terms that Constitute a Diagnosis

Apparent(ly) Neoplasm* (beginning with 2@0diagnoses|
and only for C704L72.9, C75:C75.3)

Appears Presumed

Comparable with Probable

Compatible with Suspect(ed)
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Ambiguous Terminology NOT Considered as Diagnostic of @ithoet additional information

4.1 Required Data Items

4.2 Casefinding

Consistent with Suspicious (for)

Favors Tumor* (beginning with 2004 diagnoses
and only for C704L72.9, C75:C75.3)

Malignant appearing Typical of

Most likely

*additional terms for nonmalignant primary intracranial and central nervous system tumors
only

Exception: if the cytology is reported using any of these ambiguous terms and neither a positive
biopsy nor ghysician's clinical impression supports the cytology findings, do not consider as
diagnostic of cancer.

Cannot be ruled out Questionable
Equivocal Rule out
Posdile Suggests
Potentially malignant Worrisome

More specific information pertaining tNAACCRase eligibility and standards for tumor inclusion
and reportability can be found dittp://datadictionary.naaccr.org/?c=3

A complete list of the current required data iterftis each standard setter (NAACCR Data Dictionary
Chapter VIII: Required Status Table) is available on the NAACCR website
(http://datadictionary.naaccr.org/?c=9

Text is a very important section of daabstract. Completion of text fields is a requirementhaf

RICR. Text documentation is used to justify coding of numerous data items. Documentation must
include treatment datesnd facility justification of primary site, histology, grade, and abtment
(including surgery) data items.

ICBh | YRK2NJ L/ 5mn OlFaSTAyRAy3a 0O2RS& NS t20F 3SR
Epidemiology, and End Results Program website. While these codes do not constitute a tumor as
reportable, they are a reliable source for casefinding for possible inclusion in the cancer registry

data. Cancer registries and cancer surveillance programs typically describe the reportable neoplasms
as any neoplasm with a behavior code (fifth digit in a completdigik morphology code) of '/2' (in

situ) or '/3' (invasive). Some registries also collect mapbrt the benign (/0") and borderline (/1)
neoplasms. Please see the mostrent casefindingjst at
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https://seer.cancer.gov/tools/casefindinglr Appendix For a list of casefinding sources and

procedures.

4.3 2007 Multiple Primary & Histology/2018 Solid Tumor Rules

The 2007 Multiple Primary and Histology (MPH) manual is to be used for cases diagnosed 1/1/2007
through 12/31/2017.The 2007 Multig# Primary and Histology Coding Rules containsgific

rules for lung, breast, colon, melanoma of the skin, head and neck, kidney, renal
pelvis/ureter/bladder, benign brain, and malignant brain. A separate set of rules addresses the
specific and genetaules for all other sites. The multiple primary rules guide and standardize the
process of determining the number of primaries. The histology rules contain detailed histology
coding instructions. For example, grouping histologic terms, differentiatihgdsn general (NOS)

terms and specific histologic types and subtypes, and identifying mixed and combination codes are
covered. The MP/H Task Force also developed three new data items that complement these rules.

The 2018 Solid Tumor Rules consider allitfiermation noted in the 2007 MPH manual with the
inclusion of new histologic terminology and diagnosis criteria for 201&peeific areas. The 2018
Solid Tumor Rules updated eight specific coding modules: Benign Brain, Malignant CNS, Breast,
Colon, ung, Head & Neck, Kidney, and Urinary.

Please review full manuals herbttps://seer.cancer.gov/reqgistrars/quidelines.html

4.4 AbstractingManuab

Numerous manuals are used during thestracting processA list of the past and current manuals to
be used for abstracting cancer cases and their dates of implementation can be folipgeéndixG

4.5 Data Acquisition an&eporting

Facilities a& required to report cancer case source records based on their annual caseload. Annual
estimated total caseloads are calculated based on the past three years of actual submissions. A
hospital is automatically considered complete if it submits at least &0 anticipated total. If the

total is below 90%, the hospital must inform the Director in writing that dasd#ing is complete.

They also need to provide an explanation for the reduced caseload.

All facilities currently reporting to the RICR underitloevn unique Rhode Island ID number are
required to report every instance of cancer in the required categories identified at their institution,
regardless ofvhetherthe same occurrence of cancer was reported by any other institution.

Data received mustéof reasonable quality, i.e., 5% or less edit failurectorently determined

core data items. The intake routine (see below) includes scanning each submissian el
softwareprogram, using Rhode Island specificlit set. Each edit report is rieswed by the Systems
Administratorfor discrepancies or repetitive edit issues. Issues are reported to the RICR director and
the file will be rejected for correction by the submitting faciliydditionally, the Systems
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Administrator reviews some files agj text editors and other databasésreview data items not
covered byedit software

4.6 Electronic Pathology or Physician Reporting

In the process of being constructed
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SECTION 5: DATA PROCESSING
5.0 ReportingracilityRequirements

Between the 8 and 10/ of each monthall reporting facilitiesn RI are expected toploadfileson

the sFTRShareFile®ite of all new case abstracts since the previous submisSigmorting facilities
are instructed to follow the appropriatstandard setteiguidelires, and filesmust be submitted in

the applicable NAACCR format.

5.1 Central Registmxbstracting

The RICR staff routinely abstract tumor casdsanse fom pathology reports that are submitted to
the registry via paper format and cancer cases that are discovered during annual death clearance
activities. All currently required data items are completed with the nuettiledand accurate data
available for edt case and inouse abstracted cases are included in annual submission activities.

5.2 Case Processing

When the RICR receive NAACCR file containing cases, it is downloaded from the secure location in
which it was transmitted and then the file is renam@ith a title including the facility it was received
FNRBY yR GKS RIFEIGS Al 61 d NBOSAOSR® ¢KS FTAL{S A3
RNAGS 2y GKS wL/ wQad aSOdNB ySiég2N] FyR GKSy OfF
processing. Once the file is free of edits, it is loaded into the CRSPIus program. Cases requiring
YFEydz-f NBOASSG 2N O2yaz2f ARIFIGA2Y T OOGABAGASE oGAf
cases are systematically added into the CRSR4uisdatabaseh y OS a LISY RAy 3¢ OIF a S
reviewed and consolidated, they are also added into the CRSPIlus main database.

QA ~h

5.3 Internal Matching, Linking and Consolidation

Case reports from multiple facilities may haliscrepancies that affect case reporttyi. Central
registries use several methods to evaluate and reconcilefid inconsistencies. The central
registry relies on information found in the text provided with each case to verify the coded values.

DuplicateCasddentification

TheRICRegi G NBE &2FG ¢l NBE aeaidsSysz /5/Qa wSIAAGNE tf dz
automatically identify duplicate cases through deterministic and probabilistic matching processes to
identify and resolve duplicate recordSase submissionthat are uploaded frommeporting facilities

via sFTP Shdrée, NIDEAS (InteBtate Data Exchange), eMarc Plus (HL7 files submitted through
PHINMS) and Abstract Plus (abstracting software)duplicatechecked via a deterministic

algorithmwithin CRS Bs. Duplicatease reportsaire marked during the upload process and sent to

the Pending System for further verification and/or deletion.
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CaseConsolidation

One of the major functions of @entral cancer registrig to consolidateancercasedatafrom
multiple reporting sources and facilities or institutions for the same patient (i.e., the reports are
"consolidated" into one comprehensive case).

When data from multiple sources pertaining to the same person or case are combined, inevitable
discrepancies bi#veen information on file and new data appear. Some discrepancies represent new
information (for example, a more detailadorphology, some are erroneous such as a misspelled
name. Consolidation rules determine which data inconsistencies can be resobesdatically and

when to assign precedence of one category over another.

Record onsolidation isalsoperformed to ensure that each cancer is counted only orfeslure to

link and consolidate records carefully and correatlgonjunction with the NAACQFRata Item
Consolidation Manual guidelindsads to oveicounts in the data, either as a result of the same

person being counted more than once or because the same tumor is recorded multiple times for the
same patient, affecting state rates and trends.

Linkage is the process of using defined criteria to determine whether source records refer to the
same patient and/or cancer based upon the degree of agreement between the data fields. The
record consolidation maintains relational linkage to all original caregort documentation (i.e.,
cancer abstracts, path reports). Cancer reports received from the same or multiple sources on the
same patients arenergedto form one accurate cancer record (i.e., a "patient cancer profile").

The NAACCR Data Item ConsolmaManual can be found dittps://www.naaccr.org/wp
content/uploads/2016/11/20158Dataltem-ConsolidatioAiManuatPDF.pdf

5.4 DataExchange Agreements

The Rhode Island Cancer Registry (RICR) participates in the NAACCR National Interstate Data
Exchange Agreement (NIDEA) which allows states to exchange data on cases that were diagnosed or
treated in a Rhode Island facility while the patient was a residéan outside state. In Rhode Island,

the Systems Administrator conducts quarterly interstate data case searches in the months of

January, April, July, and October to identify out of state cases that will require submission to other
states who also activglparticipate in the NAACCR NIDEA. Any cases that are extracted for
transmission to another state are compiled into a state specific file in NAACCR format and the state
associated with the case is contacted to confirm current secure transmission procedure

requirements for each state. The NAACCR NIDEA and list of active participants can be found at
https://www.naaccr.org/nationalinterstate-data-exchangeagreement/

The RICReceives cases from other NIDEA participants according to their policies and procedures.
The Massachusetts Cancer Registry signed an agreement to transmit cases to the RICR"afthe 15
every month.

24



https://www.naaccr.org/wp-content/uploads/2016/11/2015-Data-Item-Consolidation-Manual-PDF.pdf
https://www.naaccr.org/wp-content/uploads/2016/11/2015-Data-Item-Consolidation-Manual-PDF.pdf
https://www.naaccr.org/national-interstate-data-exchange-agreement/

When processing the cases submitted through the NAAGDRA, these cases are flagged before
being process through Prep Plus by selecting the Interstate Data Exchange button. The flag is
populated in the Unusual FolloWp Method data item and transferred over to CRS Plus. By utilizing
the Unusual Follovwp Method flag, these cases will be excluded from release when they are the
only source record for the tumor.
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SECTION 6: DEATH CLEARANCE
6.0 Introduction

The Rhode Island Cancer Registry conducts death clearandei-amraual basis using all cases within
our central registrystarting withdiagnosisyear1995anda vital status of 1 (alive)Our cases are
matched against the Rhode Island Department of Health final mortality file. Linkage activities occur
duringMay or June for review of cases from 3 tgetrs prior and ithe August timeframdor cases

1 year prior The death clearance process serves two purposes: (1) enhance data quality and
usefulness with vital status information and other appropriate death information, and (2) improve
completeness bydding previously unreported cancer casé@tie RICRferenceghe most current

Death Clearance Manual located on the NAACCR wedigiteps://ww w.naaccr.org/wp
content/uploads/2016/11/DeatkhClearanceManuatlPosted1-21-15.pdf.

6.1 Procedures

The RICR death clearance process includes the following steps:

Death Clearance Linkage
A file is created from the central registry database including all cases with a vital status of 1 (alive)
and a Rhode Island address at the time of diagnosis. The final state mortality$iésifsom the
Department of Health for linkage. The followithgta items are utilized when conducting the match:

Last Name

First Name

Date of Birth

Social Security Number

= =4 4 -4 -

Sex

Linkage ResultdViatches
Oncethe RI Department of Health finalizes the linkagsults they supply twd=xcefiles to the
central cancerregistry¢ KS dal G OKé¢ FAE S 02yl mafchedwitkKréc®d& L af I
currently within our databaseThedata items listed below are included within the file. All matched
cases are updated with a mass changecpss which involves updating NAACCR specific data items
within the case structure.

Data Items included within the Rl Department of Health match fjleems are listed in order of file)
1. Match Status (Certain, Uncertain)
2. Record 1 Line Number (D@QHentifies resident/row within their spreadsheet/mortality file)
3. Record 2 Line Number (RI€RIentifies resident/row within the Vital Status 1 spreadsheet
submitted to DOH for linkage activitles
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10.

11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.
26.

27.
28.
29.
30.
31.
32.

Total Score (Matching Score)

Category

Birth Date(two separate datef birth columns for comparison between RICR and Dept of
Health)

FirstName, LasName, MiddleName, MaiderName, Surnames, Aliasegwo separate columns
for each of these items for comparison between RICR and Dept of Health

Spouse Name Supplied by RIDOH

Sex¢ Two separate columns for comparison between RICR and Dept of Health

Social Security Number (two sapte social security number columns for comparison between
RICR and DOH)

Diagnosis Date Supplied by the RICR

Vital Status; Supplied by the RICR

Patient ID & Sequence NoSupplied by RICR for record identification purposes

Age at Deatlt Supplied by ®OH and used for DCO cases

State of Birthg Supplied by RIDOH

Birth Country- Supplied by RIDOH

Marital Status Supplied byRIDOH

Residence Countrgwo separate columns for comparison between RICR and RIDOH)
Residence Stat@wo separate columns for comparison between RICR and RIDOH)
Residence Citftwo separate columns for comparison between RICR and RIDOH)
Residenc&ddresst{vo separate columnsof comparison between RICR and RIDOH)
Residence Ziode two separate columns for comparison between RICR and RIDOH)
Cl { K S NNBrde éippliédirom RIDOH)

Date of Deatl{supplied from RIDOH)

City of Deatli{Supplied from RIDOH)

Hospital Code Thiscodd & dziAf AT SR (2 ARSYGATEe GKS &2 dzNDS
is supplied by RIDOH

Record Axis CodéCauses of Deathpupplied by RIDOH

Tobacco Use Supplied by RIDOH

Autopsy(Was an autopsy performed®)Supplied by RIDOH

Spanish/Hispani©riging Supplied by RIDOH

Raceg Supplied by RIDOH

State File NumberDeath Certificate Numbassigned by RIDOH
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The following table provides the data items needed to be completed within the central cancer

registry data base for matched cases:

NAACCR NAACCR Date Item Instructions

Iltem #

1750 Date of Last Contact Enter date of death from mortality file

1751 Date of Last Contact Flag Leave blank when date of death is enter

1760 Vital Status Enter code 0 Dead (COC)

1791 Followup Source Cenat Enter code 05 to indicate state death
tape/death certificate file

1910 Cause of Death Enter underlying cause of death code frg
state mortality file

1920 ICD Revision Number Enter code from NAACCR Standards for
Cancer Registries, Volume llindicate
coding scheme used to code the cause (
death (Currently, ICIDO)

1942 Place of DeatiState Enter code for the state/province/territory
where patient died and where certificate
of death is filed

1944 Place of DeatiCountry Enter code for the cautry where patient
died and where certificate of death is file

2380 DC State File Number Enter death certificate identification
number as assigned by the vital statistic
office in the place recorded in Place of
Death (1942

Linkage ResultsNon-Matches

The nommatch file contains residentshose death certificatbas amention of cancer under the

cause of death sectiobut do not havea cancer incidence recorded within the central registry

database.

Cancer registry personnel review the Nbfatch file to remove duplicated data, deaths that do not

mention cancer and/or their address at diagnosis is not Rhode Island.

All unmatched reords are reviewed during an esite visit to the Rhode Island Department of

Health.

In addition to updating linkage matches with the data items listed above, registry personnel also

review the match file for discrepancies in resident name, address, ddtieth, social security

number and any other pertinent items.
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Best Value Selection Guidelines
When selecting the best values to complete the patient record, the following guidelines, as supplied
within the NAACCR Death Clearance Managd adhered to:

9 Defer to the record thaprovides information that is known over unknown.

9 If both records provide known values, defer to the record that provides more
specific information over less specific information, unless otherwise indicated.

9 If both records provide specific information, éetto information in the registry
record over information in the mortality record.

1 Exceptionor fields such as social security number, race, birth date and birthplace,
preference may be given to the mortality record/death certificate.

6.2Missed Incidece Cases
For records that did not match with tHiehode Island Department of Healttortality file, further

investigation is conducted. Members of the RICR Quality peaform comprehensiveeviewof
the paper death certificates that indicated an occurrence of cancer. At a minimum, the following
data items are collected from the death certificate to facilitate mexéensivefollow-back:

Name

Address

Date of birth
Birthplace

Sex

Race ancthnicity
Social security number

S@ e o0 T

All causes of death
Date of death
Place of death

x‘_ -

Death Certificate File number

Duration or interval between onset and death
. Occupation and industry

Tobacco Use

Maiden namg(if applicable)

Referring physician

£ T o 5 3

Autopsy informéion
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https://www.naaccr.org/registry-operations-guidelines/

Note: If follow-back information is obtained, the case may be added as a missed incidence case. If
no information other than the death certificate is available on the case, it is entered into the central
registry database as a DCO.

Once the information has been collected from the death certificates, all mortality codes are
converted into NAACCR standard codes. An instructional guide is supplied by the department of
health vital records office to assist in the conversion.

NAACCR ltem # NAACCR Date Item
70 Addr at DXCity
80 Addr at DXState
90 County at DX
100 Addr at DXPostal Code
160 Race 1 (converted code)
161 Race 2
162 Race 3
163 Race 4
164 Race 5
190 Spanish/Hispanic Origin (converted code)
220 Sex
230 Age atDiagnosis
240 Date of Birth
252 BirthplaceState
254 BirthplaceCountry
272 or 310 Census Industry Code 2010, or Festual Occupation
282 or 320 Census Occ Code 2010, or Fdgtal Industry
400 Primary Site
522 Histologic Type 1G0B
523 Behavior Code 1GO8B
2230 NameLast
2240 NamegFirst
2250 NameMiddle
2320 Social Security Number
Tobacco History
2330 Addr at DXNo & Street
2335 Addr at DXSupplemental
2390 NameMaiden

RICR Collection Method
Upon completing the review of theon-matches file an Excel spreadsheet is created called: DEATH
CLEARANCE (INSERT CURRENT. DBAR)COLLECTION TOOL. This spreadsheet lists all pertinent
information obtained from the RI Department of Health mortafitg. It also includes blank fields
neededfor dataitems as listed ithe tableabove. This spreadsheet is accessed by all registry
members remotely duringn on-site visit to the department of health.
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All cases that are found to have a medical reloar clinical source (hospital, physician, nursing

home, other health care practitioner) are included in the follback process. Each facility is

contacted for further information for case completion. @te visits are routinely conducted at the

largest hospice facilitin Rhode Island as well as select nursing homes on atueledsis. Any
K2aLWAGFrfkR20G2NNa 2FFAOS (KFG Aa YSyGaAz2ySR 2y
diagnosis confirmation and other information as needed for casepbetion.

In the event no information can be obtained to complete the patient record, the case is designated
as a DC@nd abstracted for inclusion withithe registry database. Below are some examples that
would indicate no follow back on a missed case:

Invalid, illegible, or missing facility or physician or identification number
No current address for physician could be found

Physician retired, or facilitglosed,and records could not be obtained
Experiencevith a specific source not responding to fmltback requests
Law or regulations prohibit contact

= =4 4 A4 -—a -

Insufficient registry resources.

In the event that followback information is attainable, the medical facility is contacted and asked to
provide, at a minimum, the following information:

Confirmation ¢ diagnosis by a recognized medical practitioner

Exact or estimated date of diagnosis

Name of health care facility or practitioner that may provide additional information
State/territory/province of residence at diagnosis

= =4 4 A 2

Confirmation of information alreadknown from the death certificate and space to

complete other registry data items as needed

1 Treatment: date and type of surgery, radiotherapy (external or internal), chemotherapy,
hormones, and other treatment

9 Stage or spread of disease at diagnosis

Oncesulfficient followback information is received, the Excel data collection toopdatedand the
case is added to the RICR database for inclusion within registry software.

All minimum requirements and best practices are found within the North American Association of
Central Cancer Registries, Inc. (NAAGCRath Clearance ManualMinimum Requirements and

Best Practices for Conducting Deé&learance.
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SECTION 7: QUALIDNTCROL
7.0 Quality Control

To ensure completeness and accuracy of the RICR cancer data, threlRilieR/ conducts quality

control activities Quality control activitiegonsist of routine data processing, as well as periodic
auditing and monitoring activities. Routine data processing activities consisoflication
consolidationand data editing. Electronic reports, pathology reports and abstracts received and
imported into the RICR database undergo extensive data processing routinesute eleduplicated

and accurate data. Periodically, the RICR staff will perform various audits and monitors cancer
reporting from all reporting facilities. The audits aid in monitgrcase reporting completeness and
accuracyto deliver only the most pristine information through annual data submissions to NPCR and
NAACCR

Data Submission Stgr]dgrds for NPCR ]
Pff 3INIYyUSSa TdzyRSR o0eé [/ 5/ Qa bl ekedsftedtonedt?2 I NI Y
established NPCR standards. One standard requires state central registries to suitfaittidied
cancer data to CDC. Annually, these data are evaluated for quality, completeness, and timeliness
according to the National Data Qualitya8tlard for 23month data and the Advanced National Data
Quiality Standard for Xthonth data. Data also are evaluated according tolimited States Cancer
Statistics (USCBUblication Standard before publication.

NPCR-CSS Data Quality Criteria
NPCR Advancec NPCR National
National Data Data Quality ~ USCS Publicatio U.S. County Publ Measurement

Criteria
Quality Standard ~ Standard (24- Criteria Use File Criteria Error
(12-month) month)
Percentage Completenes >=90% >=95%% NA NA -1.00%
of Case Ascertainment
Percentage Age <=3% <=2% <=3% <=3% -0.40%
Missing or Sex <=3% <=2% <=3% <=3% -0.40%
Race <=5% <=3% <=5% <=5% -0.40%
Unknown
County <=3% <=2% NA <=3% -0.40%
Percentage Death NA <=3% <=5t 5% 0.40%
Certificate Only (DCO) o7 70 70 AR
Unresolved Duplicates (pe N _
1,000) <=2 <=1 NA NA -0.4
Percentage Passing Edit: >=97% >=99% >=97% >=97% NA

Data Submission Standards f&xACCR
In 197, NAACCR instituted a program that annually reviews member registries for their ability to

produce complete, accurate, and timely data. NAACCR annually reviews data from member registries
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to assure the quality, accuracy, and completeness of cancer imaddata based on préetermined
objective and independent registry certification criteria. Registry staff receive a report containing the
results of registry certification evaluation for the most recent data year.

NAACCR Ciriteria for Certification

Criteria Certification
Data Years **Changes yearly
Completeness 90% Silver
95% Gold
% Passing EDITS 97% Silver
100% Gold
Death Clearance Only Case <=5% Silver
<=3% Gold
Timeliness **Changes yearly
Duplicate Reports* <=2/1,000 Silver
<=1/1,000 Gold
Missing Data Field <=3% Silver
Sex, Age, County <=2% Gold
Missing Data Field <=5% Silver
Race <=3% Gold

7.1 EDITS

Computerized edit checks are completed usingniast recent version of standard setter edit sets
and is only one small bespeciallyital componentf the overalRICRjuality control program. The
Registry Plus suite of programs includes validation measures to ensure that only valid codes are
submitted through data uploads or data entry by abstiawct

Empty fields arédentified andcompleted with correct information. Correct data is obtained for
those items coded incorrectly or where there is a conflict of information. The electronic edits are
applied to all data received by tHRICR

Once addedd the registry database, cases are extracted and imported through a-siané edit
check program called GenEDITS. GenEDITS runs cases through the-tmxakitapnetafile available
and generates a report of all errors four@ancer reportshat do not pas edit checkareamended
and recheckedor accuracy

Edit checkare performed before and after record consolidatidmira-recordand interrecord data
edits areperformedon data transmissions compiled for the NAACCR and NPCR/CEGr Cadls.

Hosptal registriesare required to run data through the most current standard setter edit metafiles
prior to submission to the central registry.
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7.2Completeness Check

TheRICRlatabase verifies completeness of each cancer report.cimgpleteness check ses the
reported cancer record and identifies missiegjuired data elements (fields) as required by the
RICRNPCR and NAACCR. Each cancer report can be incomplete with respect to patient, cancer
and/or treatment data. Incomplete cancer reports are flaggeallow RICRtaff toreviewthe
incomplete data itemsnd bring repetitive issues to the attention of the reporting facility
Completeness also refers to the extent to which all required cases have been repoR&0Ro

The RICR provides a timeliness and completeness report to the facilities submitting cancer data to
the RICR. A "reporting summary" report is distributed to each reporting facility showing data on the
facility's reporting timelinesgjuality,and completemss yearly.

7.3Visual Review

Visual edit review is performed tsyrveyinghe submitted data for correaliagnosistreatment,
FYR RSY23INILIKAO AYFT2NNI(GA2Y (G2 GSNRATE | OOdzNI (9
wS3IAAGNRASES ediddasiecificaticnsantl allovaiieicbdasl Corrections are made to
those records that show discrepancies. Data abstracted is checked against text to ensure accuracy of
coding.Data is critiqued so that assigned codes meet the allowable code starai@idsirelate

text documentation included with the cancer abstract.

Visual review of text is performed on all cases failing completeness aaditochecksandrandom
casesamplegpassing completeness and/edit checks

7.4Data Processing

TheRICRlatabase is designed with a continuous data quality concept with respect to routine data
processing. There afeur areas within data processing where tRéCRlatabase performs and/or
monitors data quality:

1. Initial Case Review: The PrepPlus program is tissadalyzethe submitted data file with
the most current edit metafileand perform completeness checlalows user taccept
data file for further data processing by the RICR databaseject incompleteor inaccurate
files, whichmay be returned to theeportingfacility for correction.

2. Duplicate Case Checkccepted data files areaded into the main central registry
databasg(CRSPIlusyhere they arechecked to identify duplicate patients and cancers
througha probabilistic duplicate checking algorithBackground programming identifies
potential duplicate patient and cancers into relational linkagyed items or cases in question
FNBE IAGSY GLISYRAy3I¢ aidlGdzAa F2N YEydzZ f NBGAS

3. ConsolidationReports receivedtfom the same or multiple sources on the same patient
are merged togetheby a rulesbased, automated tumor linkage and consolidation function
to form one accurate cancer recotrough TLCPlug 8 S& A G K G LISYRAy 3¢
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manually consolidated by vial review by RICR registralfsnecessary, the RICR contacts all
reporting sources for verification of data to ensure that patients and/or their primary cancer
diagnoses are in the system only once to prevent duplicate reporting.

4. Edit Review: The GeDH'S and Interecord edit programs allowRICRstaff to
continuouslymonitor cancer case®r accuracy andompletenessThe entire database is

run through the most current edit metafile t&can for any errors. A report is generated
containing informatiorabout the errors found and RICR staff review and revise each case
manually. This function is performed frequently throughout each year to maintain the most
pristine data possible and monitor for any recurring error or edit issues.

7.5 Audits

CasefindingAudits
Case finding audits are performed in compliance with existing NPCR standards. RICR staff request a

FAES O2yilAyAy3a K2 3&LIA ICDI @des Bri gidetinie fericddyTReS E T2 NJ 3
disease index is compared with the RICR databadeases that are not identified are reviewed at
the reporting facility by RICR staff members.

A file containingninimal identifiersfor each of the cases to be auditedll be sent to the facility
RICR staff will contact the facility to arrange timeewiew the entire electronic medical record
gL AftrFofS F2NJ SIFOK OFLasS (2 0S NBOASHGSRD® CAYRAY
abstracting and submission of missing cases to the RICR.

Reabstracting Audit
Reabstracting audits arperformed to determine the quality of data being reported to RICR. RICR

will conduct reabstracting audits every three years. During this time, RICR staff will randomly select
10% of cases submitted by a reporting facility from the most current, compésie RICR staff will
NEGASSE GKS NBLRZNIAY3I SRbsteaitthd dase Q\lherycbnipletd) IRICR 68 O 2 N.F
will compare with the original abstract to identify discrepancies. A detailed report will be shared
with the reporting facility. fie outcome of these audits will also assist RICR staff in preparations for
training topics.

Accession number review
Toidentify gaps in reporting facilitfubmissions that may have resulted in missed cases, accession

number reviews are performed at leastraually. A list of submitted accession numbers are
compiled, missing accession numbers are identified and submitted to reporting facilities,
respectively, for further investigation and subsequent submission-sutemission of missed cases.
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SECTION 80SASTER RECOVERY
8.0Data Protection and Batkp

The Rhode Island Cancer Registry has planned and developedapbglek in conjunction with our

IT support group to ensure uninterrupted operation of registry activities in the event the physical
office location at The Hospital Association of Rhode dslagre not available. The disaster plan
provides staff with access to an offsite virtual setup of all cancer registry software and data which is
backed up incrementally and dalily.

The RICR backup and disaster recovery plan consists ofsitedffeadyault device which is

housed by Braver Technology Solutions. Our system include®top data security and data

integrity as well as a unique pass phrase recovery system based on the best open standards (AES
256, HMAESHA256, RSA072, TLS/SSL, PBKIHRS 197, NIST 88A). All file data is stored
encrypted on disk and goubly encryptedvhile in transit. Measures are also in place to repair silent
data corruption. Our Ready Vault Hite device also includes the following features:

1 Highspeed tilly automated blockevel incremental backup engine (supporting unlimited
versioning, compression, Exchange and SQL Server, open and locked files)

1 Bestin class backend infrastructure, layered on redundant storage with additional software
based forward emor correction (above and beyond redundant storage)

1 Endto-end data integrity checks (software and hardware)
9 Proactive, automated fileintegrity scanning for absolutely zero data loss

9 To ensure data protection in any disaster, the Ready Vault Offsitealencrypts and
archives RICR data at the-sffe data center incrementally. Our files are accessible within a
Y2YSyiQa y204A0S FyR Oy 06S NBal2NBRO®
In the event that the Rhode Island Cancer Registry needs to commence operations outside of the
building,the designated ifhouse IT staff is responsible for communicating with the IT consultant
firm to begin any backup and/or recovery efforts needed to ensure continued operation of the
central registry. The designation is assigned by the CIS Director.

8.1Enployee Access

Employees are each given a unique login and password to access the central registry software for
continued operation in the event the office is inaccessible.
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8.2 Employee Safety

The Rhode Island Cancer Registry refers to the State ofeRblachd Emergency Management

Agency for information on training, plans, tips, emergency checklists and area evacuation maps as
well as other helpful information to guide employees during the event of a disaster. For a full list of
information and resoures available to Rhode Island residents and businesses, please visit:
www.riema.ri.gov//.

The CIS Director is subscribed to the Rhode Island State Emergency Notification System (CODERED)
to ensure all arénformed as soon as possible of any potential and/or upcoming storms, disasters,
etc.

The RICR employs various methods of communication in the event of an emergency. An emergency
contact tree has been established which includes a hierarchy of managemetheir designated
employees to call in the event of an emergency. In addition, all employees receive additional
communication along with any instructions via email and text message.

Please note that the below contact tree is for informational purposadyo The main emergency
contract tree is in a shared location accessible to all employees and incudes phone numbers and
email addresses.

HARI EMERGENCY PHONE TREE

Teresa Paiva Weed Lisa Tomasso Kristin Brennan Howard Dulude Nancy Lebrun
President VP, Strategy & PR HR & Finance Manager Director, Finance Director, CIS
Please call Please call Please call Please Call Please Call
N2 NE N2 ¥ N2
Lisa Tomasso Sarah Gillespie Dawn Lewis Nancy Lebrun Lisa Garcia
VP, Strategy & Public Communications Healthcare Emergency Director, CIS Quality Assurance
Relations Director Management Director Coordinator
TBD Connie Allen Nikki Lobo
VP, Clinical Affairs Administrative Assistant Data Quality
Coordinator
Kristin Brennan Stephanie RE‘E?
HR & Finance Manager Systems Administrator
Howard Dulude
Director, Finance

The Hospital Association of Rhode Island is contracted to host the statewide hospital and medical
facility emergencyreparedness initiative. The central registry has access to the policies and
procedures outlined within the emergency preparedness group and attends trainings involving
evacuation, employee safety and other helpful education events to prepare all segisployees in
the event of an emergency. For more information on this program, please visit
www.hari.org/preparedness.html
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http://www.riema.ri.gov/
http://www.hari.org/preparedness.html

In the event of a building emergency (i.e. fire), an evacuation plampiade. All employees have
been trained to abide by the evacuation process which includes a meeting location outside of the
building area. The offiace T A NB  ahbuleE tKak dll émployees are accounted for at the meet up
location.
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SECTION STAFNG
9.0 Personnel

Directorof Cancer Information Systems

The directoris responsible fooverseeinghe operations of the Cancer Information System of the
Hospital Association of Rhode Island with the purpose of providing researchers, physicians, hospitals,
and the citizens of Rhode Island with cancer data that is complete, accurate, and timelyic8pecif
theR A NB O (i 2 thllbadl andkBvVis&he Eancer Information Systems (CIS) staff of the Hospital
Association of Rhode Island (HARI) in maintaining the official statewide cancer incidence database
under contract with the Rhode Island DepartmefitHealth (RIDOH) and meeting the standards set
forth in regulations under Rhode Island lalte directoris also required to et data collection and
reporting standards of the National Program of Cancer Registries (NPCR) of the Centers for Disease
Contrd and Prevention (CDC) and the North American Association of Central Cancer Registries
(NAACCR)The directoris to prepare and manage the CIS budget, oversee all activities related to the
HARI/RIDOH contract pertaining to the Rhode Island Cancer R¢€RisIfy) and the Centers for

Disease Control (CDC) grant related components, develop or update protocol manuals as needed,
monitor and review cancer incidence reporting in RI, and oversee exchanges and releases of cancer
data.

Quality Assurance Coordinator

Any Certified Tumor Registrar on payrdlhe Quality Assurance Coordinateresponsible for

quality assurance audits performed on RICR data. This person is also responsible for creating the
files needed for the NAACCR and NPCR annual data submiSsioe. other responsibilities include
metafile creation and maintenanceynning edits, checking unknown fields, reviewing the yearly
submission specifications, assisting in the death clearance process, and assisting in updating manuals
as needed.

Data Qulity Coordinator

The Data Quality Coordinat@ responsibldor case consolidation and worrectany errors that

occur. The Data Quality Coordinata also responsible for contacting reporting facilitiesesolve
issues or questions thahould arisewvithin a case Other responsibilities include assisting in the
yearly submission of data to NAACCR and NPCR, assisting in the death clearance process, and
assisting in updating manuals as needed.

Systems Administrator

The Systems Administrata responible for transferring files from the ShareFile site and processing
them throughthe PrepPlusedit capturing program The responsibilitiesf this positioninclude
correcting editandmaking the Director awaref repetitive errors that require further ingjry with

the reporting facility Additionalresponsibilities include assisting in the yearly submission of data to
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9.1 Education and Training

NAACCR and NPCR, assisting in the death clearance process, and assisting in updating manuals as
needed.

Special Projects Coordinator

The Spcial Projects Coordinat@ responsiblesupervision and direction aespectivespecial

projects awarded to the RICResponsibilities include researching the project, creating a database,
and giving output of their findingsAdditionalresponsibilities include assisting in the yearly
submission of data to NAACCR and NPCR, assisting in the death clearance procedstiagdnass
updating manuals as needed.

Education Coordinator

Any @rtified Tumor Registrasn payroll.Responsibilitiesf the Education Coordinatdnclude
attending the NCRA ETC meeting and updating all hospital staff on chakdpisonal
responsibilites include sending out emails of upcoming changes and planning-@agneducational
meeting targeted to the specific hospital questions and concerns.

Additional Support

Additional consolidation assistance is provided with two gisne remote consultants Their
responsibilities include case consolidation and reporting of errors to the quality assurance
coordinator. Additional informatiotechnology (IT) support is provided through a remote company.
The additional IT support is to assist with data ntigraand extra help needed during submission
time.

Education
The RICR staff provides training at various times during the year for all facility and state registrars.

CNIAYAYy3 Y& 0SS LINRPGARSR [liationinkefing.] yy dzt £ OF y OSNJ NF

All state staff participates in training provided by national organizations to increase their knowledge of
cancer data collection and other registry procedures either through webinars, town hall meetings or
conferences.

In addition to trairing presented by the state staff, the central registry staff trainer will provietbejoth
training on new abstracting regulations and requirements.

Trainin

Initial tra?ning begins on day 1. Each employee is required to review thdakkgand complete

required activities. The Education and Training Coordinator (ETC) will be available at all times during the
training process and will meet with theaineeeveryFriday for review.The training guideline cazlso be
utilized br CTR Exapreparation.
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***Still in the process of finalizinthe training manual Once complete, the training manual will be
included inAppendix K**

9.2 Advisory Board
The central cancer registry establishes and regut@iywenes an advisory committee to assist in building
consensus, cooperation, and planning for the registry and to enhance chronic disease program
coordination and collaboration.

The RI Cancer Registry Advisory Board shall consist of hospital registraed, registrars, Rl
Department of Health epidemiologist, and others deemed necessary by the board.
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APPENDIX
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RI Department of Health and Central Registry Contract

Confidentiality of Healthcare Commigations and Information Act
Rhode Island Cancer Registry Confidentiality Pledge

Authorization for Disclosure of Health Information

Reqistry Plus Software f@entral Cancer Reqistries: Data Flow Diagram
Casefinding Sources and Procedures

. Reqistry Manual Effective Dates

System Administratr Casefile Workflow

Data Quality Coordinator and Cancer Reqistrar Casefile Workflow
Rhode Island Cancer Registry Data Flow Diagram

Rhode Island Cancer Reqistry Training Guideline

Standard Operating Procedures
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AppendixA: Rl Department of Health and Central Registry Contract

AGREEMENT

This agreement, hereinafter “Agreement”, including attached ADDENDA, is hereby entered into this 1% day of July
2019, by and between the State of Rhode Island acting by and through the Department of Health (hereinafter
referred to as “RIDOH™), and Hospital Association of Rhode Island, (hereinafter referred to as “the Contractor’).

WHEREAS, RIDOH desires to engage the Contractor to offer services and activities further described, but not
limited to the work described in this Agreement, including any Exhibit(s) or Addenda, that are attached hereto and

are hereby incorporated by reference into this Agreement.

WHEREAS the Contractor is willing and qualified to provide services, the parties hereto do mutually agree as

/ follows:

PAR. 1. GOVERNING LAW AND GENERAL TERMS AND CONDITIONS

The State’s Purchasing Law (Chapter 37-2 of the Rhode Island General Laws) and Rhode Istand Department of Administration, Division of
Purchases, Purchasing Rules, Regulations, and General Conditions of Purchasing apply as the governing terms and conditions of this Agreemert,
which can be obtained at http.//www. purchasing.ri. gov/rulesandregulations/rulesAndRegulations aspx. In addition, the provisions of Federal
Laws, Regulations and Procedures governing the implementation of federal funds apply to this Agreement. See also PAR. 35.- GOVERNING
LAW for further governing law issues. All ADDENDA. referenced herein and aitached hereto are made a part of and are inclusive in this
Agreement.

PAR. 2. PERFORMANCE

The Contractor shall perform all obligations, duties and the required scope of work for the period of time listed in this Agreement, Exhibit(s) and/or
Addenda that are attached hereto and are incorporated by reference herein, in a satisfactory manner to be determined at the sole and absolute
diseretion of RIDOH, and in accordance with requirements of this Agreement. The Contractor shall perform in accordance with applicable State
statutory and policy requirements as well as Federal statutory and policy requirements (as defined in 2 CFR § 200.300). More specifically, the
ADDENDUM 1 - SCOPE OF WORK shall include performance measurement(s) 2 CFR § 200.301, monitoring and reporting program
performance 2 CFR § 200.328, and performance must be in accordance with requirements for pass-through entities 2 CFR § 200.331. RIDOH
shall have the right at any time, to review the work being performed as well as the place where such work is performed; and to that end, RIDOH
shall be given reasonable access to all activities related to this Agreement.

In accordance with 2 CFR § 200.331 (d) RIDOH will:

Monitor the activities of the subrecipient as necessary to ensure that the subaward is used for authorized purposes, in compliance with Federal
statutes, regulations, and the terms and conditions of the subaward; and that subaward performance goals are achieved. Pass-through entity
monitoring of the subrecipient must include:

(1) Reviewing financial and performance reports required by the pass-through entity.

(2) Following-up and ensuring that the subrecipient takes timely and appropriate action on all deficiencies pertaining to the Federal award
provided to the subrecipient from the pass-through entity detected through audits, on-site reviews, and other means.

(3) Issuing a management decision for audit findings pertaining to the Federal award provided to the subrecipient from the pass-through
entity as required by 2 CFR § 200,521 Management decision.

[ RIDOH may request at any time additional monitoring, reporting, site visits, and audits in accordance with 2 CFR. § 200.501 or if applicable

43




“Yellow Book™ audits (see Paragraph 24). All reports pertaining to 2 CFR § 200.331, shall be maintained by the Contractor. The Contractor must
retain any d pertaining to changes requested from RIDOH or the Federal Government ir accordance with 2 CFR § 200.333.
PAR. 3. TIME OF PERFORMANCE

The Contractor shall commence performance of this Agreement on the 1st day of July 2019,and shail complete performance no later than the 30
day of June 2020 (hereinafter the “Initial Term™), unless terminated prior to that day by other provisions of this Agreement. [f this contract was
awarded as a result of an RFP or bid process, then, by mutual agreement, this contract may be extended as stated in the RFP or bid process
(hereinafter “Renewal Term(s)”) beyond the Initial Term upen one hundred twenty {120) days prior written notice of the sxpiration of the
Initial Term or any Renewal Term to the Contractor.

In the event RIDOH or the Contractor gives notice of its intent not to renew this Agreement, REDOH shall have the right to extend all or any services to
be performed under this Agrecment for an additional period of one hundred and eighty (180) days, or such longer period as mutually agreed by the
parties in writing.

PAR. 4. PROJECT OFFICER - RIDOH

RIDOH shall appoint a Contract Officer to manage this Agreement, The Contractor agrees to maintain close and continuing communication with
the Contract Officer throughout the performance of work and services undertaken under the terms of this Agreement, The Contract Officer is
responsible for authorizing, or seeking authorization of all payments made by RIDOH to the Contractor under this Agreement.

PAR. 5. PROJECT OFFICER - CONTRACTOR

The Contractor shall appoint a Project Officer to be responsible for coordinating and. reporting work performed by the Contractor ageney under
this Agreement. The Project Cfficer shall notify RIDOH in writing immediately, and seek approval from RIDOH, should a change to this
Agreement be necessary in the opinion of the Project Officer. Under no circumstances will a change be undertaken without the prior written
approval of RIDOH.

PAR. 6. BUDGET

Total payment for services to be provided under this Agresment shall not exceed the total budget as detailed in ADDENDUM II. Expenditures
exceeding budget line-item categeries by ten percent (10%) shall not be authorized unless prior written approval is fitst obtained pursuant to
PAR. 10. - MODIFICATION OF AGREEMENT, subject to the maximum amount of this Agreement as stated above.

PAR. 7. METHOD OF PAYMENT AND REPORTS

RIDOH will make payments to the Contractor in accordance with provisions of ADDENDUM ITI - PAYMENTS AND REPORTS SCHEDULE
attached hereto and incorporated by reference herein. RIDOH acknowledges and agrees that any increase in expenses due to delays by RIDOH which
extends the time of performance shall be subject to reimbursement of the costs associated with such delays. The Contractor will complete and forward
narrative, fiscal, and ail other reports per ADDENDUM HI - PAYMENTS AND REPORTS SCHEDULE.

PAR. §. TERMINATION AND/OR DEFAULT OF AGREEMENT

This Agreement shall be subject to termination under any of the following conditions:

a) Mutual Agreement
The contracting parties mutually agree in writing to termination.

b) Default by Contractor
RIDOH may, by not less than thirty (30) days prior written notice to the Contractor, terminate the Contractor’s right to proceed
as to the Agresment if the Contractor:
1. Materially fails to perform the services within the time specified or any extension thereof; or
2. So fails to make progress as to materially endanger performance of the Agreement in accordance with its terms; or
3. Materially breaches any provision of this Agreement.
Tenmination, at the option of REDOH shall be effective not less than thirty (30) days afier receipt of such notice, unless the
Contractor shall have cotrected such failure(s) thirty (30) days after the receipt by the Contractor of such written notice; any
failure which, in the exercise of due diligence, cannot be cured within such thirty (30) day period shall not be deemed a default
5o long as the Contractor shall within such period commence and thereafter continue diligently to cure such failure.

c) Termination in the Interest of RIDOH
RIDOH may terminate this agresment at any time by giving written notice to the Contractor of such termination and specifying
the effective date thereof, not less than thirty (30) days prior to the effective date of such termination. In such event, alf finished
or unfinished documents and other materials shall, at the option of RIDOH, become its property. If the agreement is terininated by
RIDOH as provided herein, the Contractor will be paid an amount which bears the same rate to the total compensation as the
services actually performed bear to the total services of the Contractor covered by this Agreement, less payment of
compensation previously made.

d) Auvailability of Funds
It is understood and agreed by the parties hereto that all obligations of RIDCOH, including the continuance of payments
hereunder, are contingent upon the availability and continued appropriation of State and Federal funds, and in no event shall
RIDOH be liable for any payments hereunder in excess of such available and appropriated funds. In the event that the amount
of any available or appropriated funds provided by the State or Federal sources for the purchase of services hereunder shall be
reduced, texminated or shall not be continued at an aggregate level sufficient to allow for the purchase of the specified amount
of services to be purchased hereunder for any reason whatsoever, RIDOH shall notify the Contractor of such reduction of funds
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available and RIDOH shall be entitled to reduce its commitment hereunder as it deems necessary, but shall be obligated for
payments due to the Contractor up to the time of such notice. None of the provisions of this paragraph shall entitle RIDOH to
compensation for anticipated profits for unperformed work.

PAR. 9. RESPONSIBILITIES UPON TERMINATION AND/OR DEFAULT OF AGREEMENT

Upon delivery to the Contractor of a notice of termination, specifying the nature of the termination, the extent to which performance of work under
this contract is terminated, and the date upon which such termination becomes effective, the Contractor shall:

1.
2.

i

Stop work under this contract on the date and to the extent specified in the notice of termination.

Take such action as may be necessary, or as RIDOH’s

project manager may reasonably direct, for the protection and preservation of the property related to this contract which is in the
possession of the Contractor and in which RIDOH has or may acquire an interest,

Terminate afl orders to the extent that they relate to the performance of work terminated by the notice of termination.

Subject to the provisions of this paragraph, assign to RIDOH in the manner and to the extent directed by RIDOH's project
officer all of the rights, title, and interest of the Contractor under the orders so ferminated, in which case RIDOH shail have the right,
at its discretion, to settle or pay any or all claims arising out of the termination of such orders, however, notwithstanding this
provision, the Contractor will not be obligated to assign any such rights, title or interest in the absence of payment therefore by
RIDOH,

With the approval or ratification of RIDOH's project manager, initiate settlement of all outstanding liabilities and all claims,
arising out of such termination of orders, the cost of which would be reimbursable in whole or in part, in accordance with the
provisions of this contract. Prior to a final settlement of said outstanding liabilities and claims arising out of such termination,
final written approval of RIDOH’s project manager must be obtained. Final approval by RIDOH shall not be unreasonably
withheld,

Subject to the provisions of this paragraph, transfer title, or if the Contractor does not have title, then transfer their rights to
RIDOH (to the extent that title has not already been transferred) and deliver in the manner, at reasonable times, and to the extent
reasonably directed by RIDOH's project manager all files, processing systems, data manuals, or other documentation, in any form,
that relate to all the work completed or in progress prior to the notice of termination.

Complete the performance of such part of the work as shall not have been terminated by the notice of termination. The Contractor
shall proceed immediately with the performance of the above obligations netwithstanding any delay in determining or adjusting the
amount of any item of reimbursable price under this ¢lause.

Uniess terminated by RIDOH for default of the Contractor, the Contractor shail be entitled to reasonable account shut down expenses
associated with such termination including the penalties associated with early termination of lease, software, hardware, and any
other unamortized or incremental expenses accrued but not charged, excluding anticipated profits which shall not be reimbursed.
The Contractor shall submit all identified shut down expenses associated with such termination incurred before and prior to the
termination date. Any damages to RIDOH shall offset any shutdown expenses to RIDOH.

The Contractor acknowledges and agrees the services and/or deliverables provided under this Agreement are very important to
RIDOH and that upon expiration or termination of the Agreement, must be continued without interruption whether by the State,
RIDOH, governmental agency or another private entity (“successor entity™). Prior to the end of the Termination and up to sixty
(60) days thereafter, the Contractor agrees to make an orderly transition of contract and/or deliverables hereunder and to perform
any and all tasks in good faith that are necessary to preserve the integrity of the work performed by the Contractor on behalf of
RIDOH. Upon termination or expiration of the Agreement, the Contractor, shall, if requested by RIDOH at least thirty (30) days
prior to such termination or expiration, provide reasonable training for the successor entity and/or continued performance of
services. For providing such training or continued performance after the Term of the Agreement, RIDOH shall pay the
Contractor at mutually agreed rates for personnel used in providing such training and/or services unless services delivered are
already defined herein and rates established then such rates shall apply for such period. Should any missing data, materials,
documents, etc., be discovered after expiration or termination, a grace period of one hundred and twenty (120) days shall be in
effect during which the data, materials, documents, etc., is to be provided at a predetermined cost or at no additional cost if the
Contractor caused the loss. Lost data shail be provided to RIDOH in form acceptable to RIDOH.

If a stop werk order issued under this clause is canceled or the period of the stop work order or any extension thereof expires, the Contractor shall
resumne work. The State shall make an equitable adjustment in the delivery schedule, the Agreement price, or both, and the agreement shall be
modified, in writing, accordingly, if:

a) The stop work order results in an increase in the time required for, or in the Contractor’s cost properly allocable to the

performance of any part of this agreement; and

b) The Contractor asserts its right to an equitable adjustment within ninety (90) days after the end of the period of work stoppage;

provided, that if the state decides the facts justify the action, the state may receive and act upon a proposal submitted at any time
before final payment under this Agreement.

The State shall not be liable to the Contractor for loss of profits because of a stop work order issued under this clause, however, unless
termination is for a default by the Contractor, the Contractor shall have the right to recover costs associated with maintaining the personnel, leases
and equipment during the period of time the stop work order was in effect that cannot otherwise be reasonably utilized by the Contractor during
the stop work period. ’

If the agreement is terminated for defauls, following a reasonable notice and cure period not to exceed thirty (30) days unless agreed to by both
parties, RIDOH may withhold payment of any amount in excess of fair compensation for the work actually completed by the Contractor prior to
termination of this Agreement and will be entitled to pursue all of its other available legal remedies against the Contractor. Notwithstanding the above,
the Contractor shall not be relieved of liability to RIDOH for damages sustained by virtue of any breach of this Agreement by the Contractor.

The Contractor's liability to RIDOH for any damages arising out of or related to this Agreement, regardless of the form of action that imposes
liability, whether in contract, equity, negligence, intended conduct, tort or otherwise, will be limited to and will not exceed, in the aggregate for all
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claims, actions and causes of action of every kind and nature, the total fees paid by RIDOH to the Contractor under this Agreement. The
exception to this limitation of liability is with regard to any direct damages incurred by RIDOH due to the intentional tortious actions of the
Contractor in the performance or nonperformance of its obligations under this Agreement. Also, there should be no limitation of the Contractor’s
Tiability for disclosure of confidential information or intellectual property infringement. Neither party shail be liable for any amounts for loss of
income, profit or savings or incidental, consequeniial, indirect, exemplary, punitive, or special damages of any party, including third parties
arising out of or related to this Agreement; provided, however, that the foregoing shall not be deemed to limit i any way the provisions of
ADDENDUM X111 - LIQUIDATED DAMAGES of this Agreement.

The imposition of liquidated damages shall not limit RIDOH's rights to pursue any other non-monetary remedies available to it.

RIDOH may, by written notice of default to the Contractor, provide that the Contractor may cure a failure or breach of this contract within a
period of thirty (30) days (or such longer period as RIDOH's agreement administrator or project manager may authorize in writing), said period to
commence upen receipt of the notice of default specifying such failure or breach. RIDOH's exercise of this provision allowing the Contractor time
to cure a failure or breach of this Agreement does not constitute a waiver of RIDOH's right to terminate this Agreement, without providing a cure
period, for any other failure or breach of this Agreement.

In the event the Contractor has failed to perform any substantial obligation under this Agreement, or has otherwise committed a breach of this
Agreement, RIDOH may withhold all monies due and payable to the Contractor directly related to the breach, without penalty, until such failure
is cured or otherwise adjudicated.

Assurances befors breach

a) If documentation or any other deliverables due under this contract are not in accordance with the contract requirements as reasonably determined
by the project manager, upon RIDOH’s request, the Centractor, to the extent commercially reasonable, will deliver additional the Contractor
resources to the praject in order to complete the deliverable as required by the agreement as reasonably determined by RIDOH arid to demonstrate
that other project schedules will not be affected. Upon written notice by RIDOH's project manager of RIDOH's concerns regarding the quality or
timeliness of an upcoming deliverabie, the Contractor shall, within five (5) business days of receipt of said notice, submit a corrective action plan
documenting the Contractor's approach to completing the deliverable to the satisfaction of RIDOH's project officer without affecting other project
schedules. RIDOH's project manager, within five (5) business days of receipt of the corrective action plan, shall approve the plan, reject the plan, or
return the plan to the Contractor with specific instructions as to how the plan can be modified to merit approval and a specific time period in which the
revised plan must be resubmitted.

Nothing in the language contained in “Limitation of liability™ article, “Contractor’s liability for injury to person’s or damage to property” article
and “indemnification” article shall be construed to waive or limit the state or federal sovereign immunity or any other immunity from suit
provided by law including, but not limited to Rhode Island General Laws, Title 9 Chapter 31, “Governmental Tort Liability.”

RIDOI’s optigns at termination
In the event RIDOH terminates this contract pursuant to this paragraph, RIDOH may at its option:

Retain all or a portion of such hardware, equipment, software, and documentation as has been provided, obtaining clear titte or rights to
the same, and procure upon such terms and in such manner as RIDOH's project manager may deem appropriate, hardware,
equipment, software, documentation, or services as are necessary to complete the project; or

b) Notwithstanding the above, except as otherwise agreed, nothing herein shalt limit the right of RIDOH to pursue any other legal
remedies against the Contractor.
In order to take into account any chaniges in funding levels becanse of executive or legislative actions or because of any fiscal
limitations not presently anticipated, RIDOH may reduce or eliminate the amount of the contract as a whole with the scope of services
being reduced accordingly, or subject to agreement by the parties concerning the scope and pricing, reduce or eliminate any line
item(s).

Notwithstanding the terms, conditions and/or requirements set out in Paragraphs 7 and 8, the Contractor shall not be relieved of liability to
RIDOH for damages sustaited by RIDOH by virtue of any breach of the Agreement by the Contractor, and RIDOH may withhold payment to the
Contractor for the purpose of setoff until such time as the exact amount of damages due RIDOH from the Contractor is determined.

PAR. 10. MODIFICATION OF AGREEMENT

RIDOH may permit changes in the scope of services, time of performance, or approved budget of the Contractor to be performed hereunder.
Such changes, which are mutually agreed upon by RIDOH and the Confractor, must be in writing and shall be made a part of this agreement by
numerically consecutive amendment excluding “Special Projects”, if applicable, and are incorporated by reference into this Agreement. No
changes are effective unless reflected in an approved change order issued by the State’s Division of Purchases.

Special Projects are defined as additional services available to RIDOH on a time and materials basis with the amounts not to exceed the amounts
referenced on the Contractor’s RFP cost proposal or as negotiated by project or activity, The change order will specify the scope of the ¢hange
and the expected completion date. Any change order shall be subject to the same terms and conditions of this Agreement unless otherwise
specified in the change order and agreed upon by the parties. The parties will negotiate in good faith and in a timely manner all aspects of the
proposed change order.

PAR. 11. SUBCONTRACTS

It is expressly agreed that the Contractor shalf not enter into any subcontract(s) nor delegate any responsibilities to perform the services lisied in
this Agreement without the advanced, written approval of RIDOH. If in ADDENDUM XVI - BID PROPOSAL, the Bid Proposal permits
Subcontracting, the Contractor must provide the name and the extent of services provided by the Subcontractor in the BUDGET paragraph 6, and
more fully explained in ADDENDUM 11 of this Agreement, and as further agreed to by RIDOH and the Contractor in ADDENDUM IX ~
SUBCONTRACTOR COMPLIANCE, which is incorporated by reference herein, and which outlines the expectations and requiremenis of
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subcontracted vendors to this Agreement,

If the Contractor subsequently needs to enlist the services of a Subcontractor, the Contractor shall obtain prior written approval of RIDOH.
Approval of RIDOH for the Contractor to enter into subcontracts to perform the services or obligations of the Contractor pursuant to this
Agreement shall not be unreasonably withheld. Nothing in this Agreement or in a subcontract or sub-agreement between the Contractor and
subcontractors shall create any contractual relationship between the subcontractor and RIDOH. Approval by RIDOH of the Contracior’s request
to subcontract shall not relieve the Contractor of its responsibilities under this contract and the Contractor shall therefore remain responsible and
liable to RIDOH for any conduct, negligence, acts and omissions, whether intentional or unintentional, by any subcontractor

The positions named by the Contractor and detailed in ADDENDUM XVII - CORE STAFF POSITIONS, which is incorporated by reference
herein, will be considered core project staff positions for this project. The Contractor will not alter the core project team or use an independent
coniractor, company or subcontractor to meet required deliverables without the prior written consent of RIDOH’s project officer or other
appointed designee(s) for which consent shall not be unreasonably withheld.

Failure to comply with the provisions of this Paragraph could resuit in denial of reimbursement for such non-appreved sub-contracts.

PAR. 12. CONTRACTOR’S LIABILITY/INDEMNIFICATION

The Contractor shall indemmify and hold the State of Rhode Island, its departments, agencies, branches and its or their officers, directors, agents
or employees (together the “Indemnitees™ and their subcontractors) harmless against claims, demands, suits for judgments, losses or reasonable
expenses or costs of any nature whatsoever (including actual reasonable attorney’s fees) to the extent arising in whole or part from the
Contractor’s willful misconduct, negligence, or omission in provision of services or breach of this Agreement including, but not limited to,
injuries of any kind which the staff of the Contractor or its subcontractor may suffer directly or may cause to be suffered by any staff person or
persons in the performance of this Agreement, unless caused by ‘the willful misconduct or gross negligence of the Indémnitees.

The Contractor shall indemnify and hold the State of Riode Island, its departments, agencies, branches and its or their officers, directors, agents
or employess (together the “Indemnitees™ and their subcontractors™) harmless against claims, d ds, suits for jud ts, losses or bl
expenses or costs of any nature whatsoever (including actual reasonable attomey’s fees) to the extent arising in whole or part for infringement by
the Contractor of any intellectual property right by any product or service provided hereunder.

Nothing in this agreement shall limit the Contractor’s liability to indemnify the State for infringements by the Contractor of any intellectual
property right.

Nothing in the language contained in this Agreement shall be construed to waive or limit the State or federal sovereign immunity or any other
immunity from suit provided by law including, but not limited to Rhode Island General Law, Title 9, Chapter 31 et al., entitled “Governmental
Tort Liability.”

PAR, 13. NONDISCRIMINATION IN EMPLOYMENT AND SERVICES

By signing this Agreement, the Contractor agrees to comply with the requirements of Title V1 of the Civil Rights Act of 1964 (42 USC 2000d et
seq.); Section 504 of the Rehabilitation Act of 1973, as amended (29 USC 794); Americans with Disabilities Act of 1990 (42 USC 12101 et.
seq.); Title IX of the Education Amendments of 1972 (20 USC 1681 et. seq.); The Food Stamp Act, and the Age Discrimination Act of 1975, The
United States Department of Health and Human Services Regulations found in 45 CFR, Parts 80 and 84; the United States Depattment of
Education Implementing regulations {34 CFR, Parts 104 and 106; and the United States Department of Agricuiture, Food and Nutrition Services
{7 CFR 272.6), which prohibit discrimination on the basis of race, color, national origin (limited English proficiency persons), age, sex, disability,
religion, political beliefs, in acceptance for or provision of services, employment, or treatment in educational or other programs or activities, or as
any of the Acts are amended from time to time,

Pursuant to Title VI and Section 504, as listed above and as referenced in ADDENDA V AND VI, which are incorporated herein by reference and
made part of this Agreement, the Contractor shall have policies and procedures in effect, including, mandatory written compliance plans, which
are designed to assure compliance with Title V1 section 504, as referenced above. An electronic copy of the Coniractor’s written compliance
plan, all relevant policies, procedures, workflows, relevant chart of responsible personnel, and/or self-assessmenis must be available to RIDOH
upon request.

The Contractor’s written compliance plans and/or self-assessments, referenced above and detailed in ADDENDA V AND VI of this Agreement
must include but are not limited to the requirements detailed in ADDENDA V AND VI of this Agresment.

The Contractor must submit, within thirty-five (35) days of the date of a request by DHHS or RIDOH, full and comptete information on Titte VI
and/for Section 504 compliance and/or self-agsessments, as referenced above, by the Contractor and/or any subcontractor or vendor of the
Contractor.

The Contractor acknowledges receipt of ADDENDUM V - NOTICE TO RHODE ISLAND DEPARTMENT OF HEALTH SERVICE
PROVIDERS OF THEIR RESPONSIBILITIES UNDER TITLE VI OF THE CIVIL RIGHTS ACT OF 1964 AND ADDENDUM VI -
NOTICE TO RHODE ISLAND DEPARTMENT OF HEALTH SERVICE PROVIDERS OF THEIR RESPONSIBILITIES UNDER
SECTION 504 OF THE REHABILITATION ACT OF 1973, which are incorporated herein by reference and made part of this Agreement.

The Contractor further agrees to comply with all other provisions applicable to law, including the Americans with Disabilities Act of 1990; the
Governor’s Executive Order No. 05-01, Promotion of Equal Opportunity and the Prevention of Sexual Harassment in State Government.

The Contractor also agrees to comply with the requirements of the RI Department of Health for safeguarding of client information as such
requirements are made known to the Contractor at the time of this contract, Changes to any of the requirements contained herein shall constitute a
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change and be handled in accordance with PAR. 10. - MODIFICATION OF AGREEMENT ahove.
Failure to comply with this Paragraph may be the basis for cancellation of this Agreement.
PAR. 14. ASSIGNABILITY

The Coniractor shall not assign any interest in this Agreement (whether by assighment or novation) without the prior writen consent of the
State’s Division of Purchases, thereto; provided, however, that claims or money due or to become due to the Contractor from RIDCH under this
Agreement may be assigned to a bank, trust company, or other financial institution without such approval. Notice of any such assignment or
transfer shall be furnished promptly to RIDOH,

PAR. 15. COPYRIGHTS

Any and all data, technical information, information systems, materials gathered, originated, developed, prepared, modified, used or obtained by
the Contractor in performance of the Agreement used to create and/or maintain work performed by the Contractor, including but not limited to,

all hardware, software computer programs, data files, application programs, intellectual property, source code, documentation and manuals,
regardless of state of completion shall be deemed to be owned and remain owned by the State (“State Property™), and the State has the right to (1)
reproduce, publish, disclose or otherwise use and to authorize others to use the State Property for State or federal government purposes, and (2)
receive delivery of such State Property upon 30 days notice by the State throughout the term of the contract and including 120 days thereafter. To
be clear with respect to State Property, the work shall be considered “work for hire,” i.e., the State, not the selected Contractor or any
subcontractor, shall have full and complete ownership of afl State Property. The selected Contractor and any subcontractor hereby convey, assign
and transfer to State any and all of its or their right, title and interest in State Property, if any, including but not limited to trademarks and
copyrights. The State hereby grants to-the federal government, and the federal government reserves, a royalty-frée, nonexclusive and irrevocable
license to reproduce, publish, disclose or otherwise use and to authorize others to use for federal government purposes such software,
medifications and documentation designed, developed or installed with federal financial participation.

The Contractor agrees that no findings, listing, or information derived from information obtained through performance, as
described in the Scope of Work in Addendum I with or without identifiers, may be released or publicly disclosed in any form for
any purpose if such findings, listing, or information contain any combination of data elements that might allow an individual to
determine a beneficiary’s identification without first obtaining written authorization from RIDOH’s project officer. Examples of
such data elements include, but are not limited to geographic indicators, age, sex, diagnosis, procedure, date of birth, or
admission/discharge date(s). The Contractor agrees further that RIDOH shall be the sole judge as to whether any finding, listing,
information, or any combination of data extracted or derived from RIDOH’s files identify or would, with reasonable effort,
permit one to identify an individual, or to deduce the identifying of an individual to a reasonable degree of certainty. The
Contractor agrees that the conditions set forth herein apply to any materials presented or submitted review and/or publication that
contain individual identifying elements in the information obtained, as stated above, unless such information is presented in the
aggregate. Under no circumstance, shall the Contractor publicly disclose or present or submit any materials for review and/or
publication that contains an individual’s social security number, in part ot in whole. The Contractor is hereby notified that all
initial data received from RIDOH is considered confidential by RIDOH. For further requirements regarding confidentiality of
information please refer to Paragraph 26 of this Agreement.

With respect to claims arising from computer hardware or software manufactured by a third party and sold by the Contractor as a reseller, the
Contractor will pass through to RIDOH such indemnity rights as it receives from such third party (“third party obligation™) and will cooperate in
enforcing them; provided that if the third party manufacturer fails to honor the third party obligation, the Contractor will provide RIDOH with
indemnity protection equal to that called for by the third party obligation, but in no event greater than that called for in the first sentence of this
Paragraph the provisions of the preceding sentence apply only to third party computer hardware or software sold as 2 distinct unit and accepted
by RIDOH. Uniess a third party obligation provides otherwise, the defense and payment obligations set forth in this Paragraph will be conditional
upon the following:

1. RIDOH will notify the Contractor of any such claim in writing and tender the defense thereof within a reasonable time;
The Contractor will have sole control of the defense of any action on all third party claims, costs (including without
limitation reasonable attorneys’ fees), and losses for infringement or violation of any U.S. Intellectual Property Rights
by any product or service provided hereunder; and all negotiations for its settlement or compromise; provided that (i)
when substantial principles of government or public law are involved, when litigation might create precedent affecting
future state operations or liability, or when involvement of the state is otherwise mandated by law, the state may
participate in such action at its own expense with respect to attorneys’ fees and costs (but not liability); (ii) the state
will have the right to approve or disapprove any settlement or compromise, which approval will not unreasonably be
withheld or delayed; and

3. The State will reasonably cooperate in the defense and in any related settlement negotiations.

Should the deliverabies or software, or the operation thereof, become, or in the Contractor's opinion are likely to become, the
subject of a claim of infringement or violation of a U.S. Intellectual Property Rights, RIDOH shall permit the Contractor at its
option and expense either to procure for RIDOH the right to continue using the delivetables or software, or to repiace or modify
the same 30 that they become non-infringing. If none of these options can reasonably be taken, or if the use of such deliverables
or software by RIDOH shall be prevented by injunction, the Contractor agrees to take back such deliverables or software and
make every reasonable effort to assist RIDOH in procuring substitute deliverables or software. If, in the sole opinion of RIDOH,
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the return of such infringing deliverables or software makes the retention of other deliverables or sofiware acquired from the
Contractor under this Agreement impractical, RIDOH shall then have the option of terminating such agreements, or applicable
portions thereof, without penalty or termination charge. The Contractor agrees to take back such deliverables or software and
refund any sums RIDOH has paid the Contractor less any reasonable amount for use or damage.

The Contractor shall have no liability to RIDOH under any provision of this clause with respect to any claim of patent, copyright
or trade secret infringement that is based upon:

= The combination or utilization of deliverables furnished hereunder with equipment or devices not made
or furnished by the Contractor; or,

= The operation of equipment furnished by the Contractor under the control of any operating software
other than, or in addition to, the current version of the Contractor-supplied operating software; or

*  The modification by RIDOH of the equipment furnished hereunder or of the software; or

= The combination or utilization of software furnished hereunder with non-Contractor supplied software.

The Contractor certifies that it has appropriate systems and controls in place to ensure that RIDOH funds will not be used in the
performance of this Agreement for the acquisition, operation or maintenance of computer sofiware in violation of copyright laws.

The Contractor agrees that no findings, listing, or information derived from information obtained through performance, as
described in ADDENDUM I - SCOPE OF WORK, with or without identificrs, may be released or publicly disclosed in any
form for any purpose if such findings, listing, or information contain any combination of data elements that might allow an
individual to determine a beneficiary’s identification without first obtaining written authorization from RIDOH’s project officer.
Examples of such data elements include, but are not limited to geographic indicators, age, sex, diagnosis, procedure, date of birth,
or admission/discharge date(s). The Contractor agrees further that RIDOH shall be the sole judge as to whether any finding,
listing, information, or any combination of data extracted or derived from RIDOH’s files identify or would, with reasonable
effort, permit one to identify an individual, or to deduce the identifying of an individual to a reasonable degree of certainty. The
Contractor agrees that the conditions set forth herein apply to any materials presented or submitted review and/or publication that
contain individual identifying elements in the information obtained, as stated above, unless such information is presented in the
aggregate. Under no circumstance, shall the Contractor publicly disclose or present ot submit any materials for review and/or
publication that contains an individual’s social security number, in part or in whole. The Contractor is hereby notified that all

p initial data received from RIDOH is considered confidential by RIDOH.

P

PAR. 16. PARTNERSHIP

It is understood and agreed that nothing herein is intended or should be construed in any manner as creating or establishing the legal relation of
partnership between the parties hereto, or as constituting the employees, agents, or representatives of the Contractor included in this Agresment
as employees, agents, or representatives of RIDOH.

PAR. 17. INTEREST OF CONTRACTOR

The Contractor covenants that it presently has no pecuniary interest and shall not acquire any such interest, direct or indirect, without first
disclosing to RIDOH in writing and then subsequently obtaining approval, in writing, from RIDOH, that would conflict in any manner or degree
with the performance of services required under this Agreement. The Contractor further covenants that no person having any such interest shail
be employed by the Contractor for the performance of any work associated with this Agreement.

PAR. 18. FEDERAL FUNDING PROVISIONS

Funds made available to the Contractor under this Agreement are or may be derived from federal funds made available to RIDOH. The
Provisions of Paragtaph 5 and Addendum II notwithstanding, the Contractor agrees to make claims for payment under this Agreement in
accordance with applicable federal policies. The Contractor agrees that no payments under this Agreement will be claimed for reimbursement
under any other Agreement, grant or contract that the Contractor may hoid that provides funding from the same State or Federal sources. The
Contractor further agrees to be liable for audit exceptions that may arise from examination of ¢laims for payment under this Agreement. The
Contractor specifically agrees to abide by all applicable federal requirements for Contractors. Additionally, the Federal Award must be used in
accordance with the specific Catalog of Federal Domestic Assistance {CFDA) number listed in ADDENDUM [V - FISCAL ASSURANCES,
hitps://www.cfda.gov/

States are required to collect information from contractors for awards greater than $25,000 as described in ADDENDUM XVII - FEDERAL
SUBAWARD REPORTING (hereafier referred to as the FFATA form). The Contractor and its subcontractors, if subcontractors are permitted
within the scope of this Agreement, will provide new FFATA forms for each contract year. When applicable in multiyear contracts, the
Contractor is required to review and update the FFATA, form, this must be provided to RIDOH 30 days prior to the end of the first contract year.
For example, if the contract performance period is July 1, 2015 to June 30, 2018; then the FFATA form for the second contract year is due June
1, 2016. Any sub-contractor paid with Federal Funding will provide the FFATA form for each contract year to the Contractor, the Contractor
must then provide all sub-contractor FEFATA forms to RIDOH. Sub-contractor forms must be provided within fifteen (15) days of date of
signature of this Agreement, and if applicable, within fifteen (15) days of the erd of each contract year for all subsequent contract years.
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PAR. 19. FUNDING DENIED

It is understood and agreed that in the event that less than fitll federal funding or other fumding is received by RIDOH due directly to the failure of
the Contractor to comply with the terms of this Agreement, the Contractor is liable to the State of Rhode Island for an amount equal to the
amount of the denied funding. Should the Contractor be liable for the amount of the denjed funding, then such amount shall be payable upon
demand of RIDOH,

The Contractor agrees that no expenditures claimed for reimbursement under this Agreement will be claimed for reimbursement under any other
agreement, grant, or contract that the Contractor may hold which provides funding from state or federal sources. The Contractor further agrees to
be liable for audit exceptions that may arise from examination of expenditures: (a) claimed by the Contractor for reimbursement under this
Agreement, and/or (b) submitted by the Contractor in meeting any cost pariicipation requirements.

PAR. 20. ACCESSIBILITY AND RETENTION OF RECORDS

The Contractor agrees to make accessible and to maintain att fiscal and activity records relating to this Agreement to state and/or federal officials,
or their designated representatives, necessary to verify the accuracy of Contractor invoices or compliance with this Agreement. This accessibility
requirement shall include the right to review and copy such records. This requirement is also intended to include but is not limited to any
auditing, monitoring, and evaluation procedures, including on-site visits, performed individuaily or jointly, by state or federal officials or their
agents necessary to verify the accuracy of Contractor invoices or compliance with the this Agreement (in accordance with 2 CFR § 200.331). If
such records are maintained out of the State of Rhode Island, such records shall be made accessible by the Contractor at a Rhode Tsland location.
Minutes of board of directors meetings, fiscal records, and narrative records pertaining to activities performed will be retained for audit purposes
for a period of at least three (3) years following the submission of the final expenditure report for this Agreement. Additionally, if any litigation,
claim, or audit is started before the expiration of the 3 year period, as mentioned in Paragraph 2 of this Agreement, the records must be retained
until all litigation, claims, or audit findings involving the records have been resolved and final action taken in accordance with 2 CFR § 200.333.
If audit findings have not been resolved at the end of the three (3) years, the records shall be retained for an additional three (3) vears after the resolution
of the audit findings are made or as otherwise required by law.

The Contractor and its subcontractors, if subcontractors are permitted within the scope of this Agreement, will provide and maintain a quality
assurance system acceptable to the state covering deliverables and services under this Agreement and will tender to the state only those
deliverables that have been inspected and found to conform to this Agreement’s requirements. The Contractor will keep records evidencing
inspections and their result, and will make these records available to the state during Agreement performance and for three (3) years after final
payment. The Contractor shall permit the state to review procedures, practices, processes, and related documents to determine the acceptability
of Contractor’s quality: assurance system or other similar business practices related to performance of the Agreement.

Further, the Contractor agrees to include a similar right of the state to audit records and interview staff in any subcontract related to performance
of this Agreement.

The parties agree that in regards to fixed price portions of the contract, the state’s access to the Contractor’s books, records and documents shall
be limited to those necessary to verify the accuracy of the Contractor’s invoice. In no event will the state have access to the Contracters internal
cost data as they relate to fixed price portion of the contract.

PAR. 21. CAPITAL ASSETS

The Contractor agrees that any capital assets purchased on behalf of RIDOH on a pass-through basis and used on behalf of RIDOH by the
Contractor shall upon payment by RIDOH, become the property of RIDOH unless otherwise agreed to by the parties and may be utilized by the
Contractor in a reasonable manner. Capital assets are defined as any item having a life expectancy of greater than one (1) year and an initial cost
of greater than five thousand dollars ($5,000) per unit, except greater than five hundred dollars ($500) per unit for computer equipment.

Upon written request by RIDOH, the Contractor agrees to execute and deliver to RIDOH a security interest in such capital assets in the amount of
the value of such capital asset (or for a lesser amount as determined by RIDOH).

PAR. 22. COMPETITIVE BIDS

‘With the exception of services or products obtained for use in a leveraged environment, the Contractor agrees competitive bidding will be utilized
for ail purchases in direct and exclusive support of RIDOH which are made under this Agreement in excess of five thousand dollars ($5,000) or an
aggregate of five thousand dollars (35,000) for any like items during the time of performance of this Agreement. Evidence of competitive bids
must be retained in accordance with PAR. 20. - ACCESSIBILITY AND RETENTION OF RECORDS.

PAR. 23. SECURITY AND CONFIDENTIALITY

The Contractor shall take security measures to protect against the improper use, loss, access of and disclosure of any confidential information it
may receive or have access to under this Agreement as required by this Agreement, the RFP and proposal, or which becomes available to the
Contractor in carrying out this Agresment and the RFP and the proposal, and agrees to comply with the requirements of RIDOH for safeguarding
of client and such aforementioned information. Confidential information includes, but is not limited to: rames, dates of birth, home and/or
business addresses, social security numbers, protected health information, financial and/or salary information, employment information,
statistical, personal, technical and other data and informaticn relating to the State of Rhode Island data, and other such data protected by RIDOH
laws, regulations and policies (“confidential information”), as well as State and Federal laws and regulations. All such information shall be
protected by the Contractor front unauthorized use and disclosure and shall be protected through the observance of the same or more effective
procedural requirements as are applicable to RIDOH.
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The Contractor expressly agrees and aclknowledges that said confidential information provided to and/or transferred to provider by RIDOH or to
which the Contractor has access to for the performance of this Agreement is the sole property of RIDOH and shall not be disclosed and/or used or
misused and/or provided and/or accessed by any other individual(s), entity(ies) and/or party(ies) without the express written consent of RIDOH.
Further, the Contractor expressly agrees to forthwith return to RIDOH any and all said data and/or information and/or confidential information
and/or database upon RIDOH’s written request and/or cancellation and/or termination of this Agreement.

The Contractor shall not be required under the provisions of this paragraph to keep confidential any data or information, which is or becomes
legitimately publicly available, is already rightfully in the Contractor’s possession, is independently developed by the Contractor outside the
scope of this Agreement, or is rightfully obtained from third parties under no obligation of confidentiality.

The Contractor agrees to abide by all applicable, current and as amended Federal and State laws and regulations governing the confidentiality of
information, including to but not limited to the Business Associate requirements of HIPAA (WWW HHS.GOV/OCR/HIPAA), to which it may
have access pursuant to the terms of this Agreement. In addition, the Contractor agrees to comply with RIDOH confidentiality policy
recognizing a person's basic right to privacy and confidentiality of personal information. ("confidential records” are the records as defined in
section 38-2-3~(d) (1)-(1-19) of the Rhode Island General Laws, entitled "access to public records" and described in "access to Department of
Health records.")

In accordance with this Agreement and all Addenda thereto, the Contractor will additionally receive, have access to, or be exposed to
certain documents, records, that are confidential, privileged or otherwise protected from disclosure, including, but not limited to:
personal information; Personally Identifiable Information (PIT), Sensitive Information (SI), and other information (including
electronically stored information), records sufficient to identify an applicant for or recipient of government benefits; preliminary draft,
notes, impressions, memoranda, working papers-and work product of state employees; as weil as any other records, reports, opinions,
information, and statements required to be kept confidential by state or federal law or regulation, or rule of court ("State Confidential
Information”). State Confidential Information also includes PII and SI as it pertains to any public assistance recipients as well as retailers
within the SNAP Program and Providers within any of the State Public Assistance programs.

Personaily Identifiable Information (PII) is defined as any information about an individual maintained by an agency, including, but not
limited to, education, financial transactions, medical history, and criminal or empleyment history and information which can be used to
distinguish or trace an individual’s identity, ither alone or when combined with other personal or identifying information that is linked
or linkable to a specific individual, such as their name, social security number, date and place of birth, mother’s maiden name, biomeiric
records, etc. (As defined in 2 CFR § 200.79 and as defined in OMB Memorandum M-06-19, "Reporting Incidents Involving Personally
Identifiable Information and Incorporating the Cost for Security in Agency Information Technoiogy Investments™). PII shall also include
individual's first name or first initial and last name in combination with any one or more of types of information, including, but not
limited to, social security number, passport number, credit card numbers, clearances, bank numbers, biometrics, date and place of birth,
mother's maiden name, eriminal, medical and financial records, educational transcripts (As defined in 2 CFR § 200.82 Protected
Perscnally Identifiable Information).

Sensitive Information (SI) is information that is considered sensitive if the loss of confidentiality, integrity, or availability could be
expected to have a serious, severe or catastrophic adverse effect on organizational operations, organizational assets, or individuals.
Further, the loss of sensitive information confidentiality, integrity, or availability might: (i) cause a significant or severe degradation in
mission capability to an extent and duration that the organization is unable to perform its primary functions; (ii) result in significant or
major damage to organizational assets; (iii) result in significant or major financial loss; or (iv) result in significant, severe or catastrophic -
hamm to individuals that may involve loss of [ife or serious life threatening injuries. (Defined in HHS Memorandum ISP-2007-005,
"Departmentai Standard for the Definition of Sensitive Information" as amended).

The Contractor agrees to adhere to any and all applicable State and Federal statutes and regulations relating to confidential health care
and substance abuse treatment including but not limited to the Federal Regulation 42 CFR, Part 2; Rhode Island Mental Health Law, R.IL
General Laws Chapter 40.1-5-26; Confidentiality of Health Care Communications and Information Act, R.1. General Laws Chapter 5-
37.3-1 et seq, and HIPAA 45 CFR 160. The Contractor acknowledges that failure to comply with the provisiens of this paragraph will
result in the termination of this Agreement.

The Contractor shall notify the Covered Entity within one (1) hour by telephone call plus ¢-mail, web form or fax upon the discovery of any
breach of security of PHI, PII or SI or suspected breach of security of PHI, PII or SI (where the use or disclosure is not provided for and permitted
by this Agreement) of which it becomes aware. The Contractor shall, within forty-eight (48) hours, notify RIDOH’s designated security officer
of any suspected breach of unauthorized electronic access, disclosure or breach of confidential information or any successful breach of
unauthorized electronic access, disclosure or breach of confidential information. A breach is defined pursuant to HIPAA guidelines as well as
those found in the “Health Information Technology for Economic and Clinical Health Act” (HITECH). A breach or suspected breach may be an
acquisition, access, use or disclosure or suspected acquisition, access, use or disclosure of PHI in vickation of HIPAA privacy rules that
compremise PHI security or privacy. Additionally, a breach or suspected breach may be an acquisition, access, use or disclosurs or suspected
acquisition, access, use or disciosure of PIT or SI. The notice of a breach or suspected breach shall contain information available to the Contractor
at the time of the notification to aid RIDOH in examining the matter. More complete and detailed information shall be provided to RIDOH as it
becomes available to the Contractor.

Upon notice of a suspected security incident, RIDOH and Contractor will meet to jointly develop an incident investigation and remediation plan.
Depending on the nature and severity of the confirmed breach, the plan may include the use of an independent third-party security firm to
perform an objective security andit in accordance with recognized cyber security industry commercially reasonable practices. The parties will
consider the scope, severity and impact of the security incident to determine the scope and duration of the third party audit. If the parties cannot
agree on either the need for or the scope of such audit, then the matter shall be escalated to senior officials of each organization for resolution.
The Contractor will pay the costs of all such audits. Depending on the nature and scope of the security incident, remedies may include, among
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other things, information to individuals on obtaining credit reports and notification to applicable credit card companies, notification to the local
office of the Secret Service, and or affected users and other applicable parties, utilization of a call center and the offering of credit monitering
services on a selected basis,

Notwithstanding any other requirement set out in this Agreement, the Contracter acknowledges and agrees that the FITECH Act and its
implementing regulations impese new requirements with respect to privacy, security and breach notification and contemplates that such
requirements shall be implemented by regulations to be adopted by the U.S, Department of Health and Human Services. The HITECH
requirements, regulations and provisions are hereby incorporated by reference into this Agreement as if set forth in this Agreement in their
entirety. Notwithstanding anything to the contrary or any provision that may be mote restrictive within this Agreement, all requirements and
provisions of HITECH, and its implementing regulations currently in effect and promulgated and/or implemented after the date of this
Agreement, are automatically effective and incorporated herein. Where this Agreement requires siricter guidelines, the stricter guidelines must
be adhered to.

Failure to abide by RIDOH's confidentiality policy or the required signed Business Associate Agreement (BAA) will result in termination
remedies, including but not limited to, termination of this Agreement. A Business Associate Agreement (BAA) shall be signed by the
Contractor, simultaneously or as soon thereafter as possible, from the signing of this Agreement, as required by RIDOH.

Nothing herein shall limit RIDOH’s ability to seek injunctive relief or any and all damages resulting from the Contractor’s negligent or
intentional disclosure of confidential information.

PAR. 4. AUDIT

In the case wherein the amount identified in PAR. 6. - BUDGET is at least twenty-five thousand dollars ($25,000) in any year, at no additional
cost for RIDOH, the Contractor shall prepare an annual financial statement of the Contractor or the Contractor’s parent, whete applicable, within
nine (9) months of the end of the Contractor’s fiscal year. The financial statements must provide full and frank disclosures of all assets, liabilities,
changes in the fund balances, all revenue, and all expenditures. Upon written or oral request by RIDOH, the Contractor shall provide RIDOH a
copy of the above described financial statement(s) within ten (10) days of RIDOH’s request or within twenty (20) days of the end of the Time of
Performance, Paragraph 3 herein. If additional financial documentation is required by the Federal funding source, these additienal financial
requirements must be met in addition to the preparation of the above financial statements.

In the case wherein the amount identified in PAR. 6. - BUDGET i at keast seven hundred and fifty thousand federal dollars ($750,000) in any fiscal
year, at no additional cost for RIDOH, the audit must be performed in accordance with 2 CFR § 200.500 et. seq., or with "Government Auditing
Standards" as published by the Comptroller General of the United States. The audit must address areas of compliance and internal controis as
outlined in 2 CFR § 200.500 et. seq. If 2 management letter is also issued as part of the audit, the management letier must be submitted as well (2
CFR § 200.512). All financial statements and audits must be submitted in a format that is acceptable to RIDOH.

In the case wherein the Contractor expends $750,000 or more during the non—Federal entity's fiscal year in Federal awards must have a single or
program-specific audit conducted for that year in accordance with the provisions of 2 CFR § 200.501, et seq. at no additional cost for RIDOH, the
audit must be performed in accordance with 2 CFR § 200.500 ¢t. seq., or with "Government Auditing Standards" as published by the Comptroller
General of the United States. The audit must address areas of compliance and internal controls as outlined in 2 CFR § 200.500 et. seq. Ifa
management letter is also issued as part of the audit, the management letter must be submitted as well (2 CFR § 200.512). All financial statements
and audits must be submitted in a format that is acceptable to RIDOH.

Moreover, if the Contractor has Agreements and/or Federal Awards which jn aggregate are at least seven hundred and fifty thousand federal
dollers ($750,000) in any fiscal year, including the amount identified in PAR. 6 - BUDGET, the andit must be performed in accordance with
federal requirements as outlined above (2 CFR 200.500 et seq.).

Should the Contractor expend less than seven hundred and fifty thousand federal dollars ($750,000) in a fiscal year and be, therefore, exempt from
baving to perform an audit in accordance with 2 CFR § 200.500 et. seq., the Contractor may not charge the cost of such an audit to a federal award.

Pursuant to 2 CFR § 200.501 (h), “for-profit” entities shall conduct a “Yellow Book™ audit annually by a Public Accounting Firm in accordance
with Government Auditing Standards, mentioned above, and standards applicable to financial audits contained in Government Auditing

Standards, issued by the Comptroiler General of the U.S. (GAGAS) and provide a copy thereof to Client, the Contractor may not charge the cost of
such an audit to a federal award.

The Contractor agrees that the state or its designated representative will be given access to any part of the system which is
delivered under this Agreement to inventory and/or inspect the system.

The Contractor expressly agrees that any overpayment identified through an audit must be repaid to RIDOH within a period of
six (6) months from the issuance of the audit.

PAR. 25. SEVERABILITY

If any provision of this Agreement is held invalid, the remairder of this Agreement shall not be affected thereby if such remainder would then continue to
conform to the terms and requirements of applicable law.

PAR. 26. ON-SITE INSPECTION

The Contractor agrees to permit on-site monitoring, evaluation and inspection of all activities related to the Agreement by officials of RIDOH, its
designes, and where appropriate, the Federal government. On-site inspections and monitoring shail be in accordance with 2 CFR § 200.328. All
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reports pertaining to 2 CFR § 200.331, shall be maintained by the Contractor. The Contractor must retain any documents pertaining to changes
requested from RIDOH or the Federal Government in accordance with 2 CFR § 200,333,

If, as a result of on-site inspections, changes are requested by RIDOH to ensure compliance with this Agreement and/or Federal Awards, the
Contractor must perform changes within a time period defined by RIDOH. All changes shall be documented by the Contractor and provided to
RIDOH upon request. All requested changes shall comply with 2 CFR § 200.331.

PAR. 27. DRUG-FREE WORKPLACE POLICY

The Contractor agrees to comply with the provisions of the Governor’s Executive Order 91-14, the State’s Drug Free Workplace Policy, and the
Federali Omnibus Drug Abuse Act of 1988. As a condition of contracting with the State of Rhode Island, the Contractor hereby agrees to abide
by ADDENDUM VI - DRUG-FREE WORKPLACE POLICY, and in accordance therewith has executed ADDENDUM VIII - DRUG-FREE
WORKPLACE POLICY CONTRACTOR CERTIFICATE OF COMPLIANCE.

Furthermore, the Contractor agrees to submit to RIDOH any report or forms which may from time-to-time be required to determine the Contractor's
compliance with this policy.

The Contractor acknowledges that a violation of the Drug-Free Workplace Policy may, at RIDOH's option, result in termination of this
Agreement.

PAR. 28. PRO-CHILDREN ACT OF 1994 (ACT)

As a condition of contracting with the State of Rhode Island, the Contractor hereby agrees to abide by ADDENDUM X - CERTIFICATION
REGARDING ENVIRONMENTAEL TOBACCO SMOKE, and in accordance has executed ADDENDUM X - CERTTFICATION

" REGARDING ENVIRONMENTAL TOBACCO SMOKE.

PAR. 29. DEBARMENT, SUSPENSION, AND OTHER RESPONSIBILITY MATTERS

The Contractor agrees to abide by ADDENDUM XI — INSTRUCTIONS FOR CERTIFICATION REGARDING DEBARMENT,
SUSPENSION, AND OTHER RESPONSIBILITY MATTERS — PRIMARY COVERED TRANSACTIONS, and in accordance has
executed the reguired certification included in ADDENDUM XIT — CERTIFICATION REGARDING DEBARMENT, SUSPENSION, AND
OTHER RESPONSIBILITY MATTERS — PRIMARY COVERED TRANSACTIONS.

PAR. 30. CHIEF PURCHASING OFFICER

This Agreement shall take effect upon the issuance of a Purchase Order by the State of Rhode Island's Chief Purchasing Officer or his/her
designee. No modifications to this agreement shall be effective unless in an authorized change order issued by the State’s Division of Purchases.

PAR, 31, OWNERSHIP

The following additional paragraphs are added to the Rhode Island Department of Administration, Division of Purchases, Purchasing Rules,
Regulations, and General Conditions of Purchasing.

PROPRIETARY SOFTWARE. Each party will retain all rights in any software, ideas, concepts, know-how, development tools, techniques or
any other proprietary material or information that it owned or developed prior to the date of this Agreement, or acquired or developed after the
date of this Agreement without reference fo or use of the intellectual property of the other party. All software that is licensed by a party from a
third party vendor will be and remain the property of such vendor.

DEVELOPED SOFTWARE. All software that is developed by the Contractor and delivered by the Contractor to RIDOH under this Agreement,
and paid for by RIDOH (“Developed Software™) is and shall remain the property of RIDOH. For a period of ninety (90) days following
acceptance of any developed software in accordance with the approval procedures adopted by the parties, the Contractor warrants that each item
of developed software will conform in all material respects to the written technical specifications agreed to by the parties in accordance with the
software development methodologies adopted by the parties and set forth in the procedures manual. As soon as reasonably practicable after
discovery by State or Contractor of a failure of the Developed Software to so conform (a “non-conformance™), State or Contractor, as applicable,
will deliver to the other a statement and supporting documentation describing in reasonable detail the alleged nonconformance. If Contractor
confirms that there is a non-conformance, then Contractor will use commercially reasonable efforts to correct such non-conformance. The
methods and techniques for correcting non-conformances will be at the sole discretion of RIDOH. The foregoing warranty will not extend to any
non-conformances cansed (i) by any change or modification to software without Contractor’s prior written consent; or (ii) by state operating
software otherwise thart in accordance with the applicable documentation, for the purpose for which it was designed, or on hardware not
recommended, supplied or approved in writing by Contractor. Furthermore, if, after undertaking commercially reasonable efforts ta remedy a
breach by Contractor of the foregoing warranty, Contractor, in the exercise of its reasonable business judgment, determines that any repair,
adjustment, modification or replacement is not feasible, or in the event that the developed software subsequent to all repairs, adjustments,
modifications and replacements continues to fail to meet the foregoing warranty, RIDOH will returai the developed software to Contractor, and
Contractor will credit to the State, in a manner and on 2 schedule agreed to by the parties and as RIDOH's sole and ¢xclusive remedy for such failure,
an amount equal to the charges actually paid by RIDOH to the Contractor for the developed software that has failed to meet the foregoing warranty.
‘Upon written request of RIDOH, the Contractor will use commercially reasonable efforts to cortect an alleged non-conformance for which Contractor is
not otherwise responsible hereunder because it is caused or contributed to by one of the factors listed above and, to the extent that such correction cannot
‘be performed within the scope of the Contractor services, such correction will be paid for by RIDOH at the Contractor’s then current commercial billing
rates for the technical and programming personriel and other materials utilized by the Contractor, Notwithstanding anything to the contrary in this
Agreement, the Contractor will continue o own, and will be fiee to use, the development tools and the residual technology, so long as such use does not
breach Contractor’s obligations of confidentiality set forth herein
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OTHER. Notwithstanding anything to the contrary in this Agreement, the Contractor (i) will refain all right, title and interest in and to all know-
how, intellectual property, methodologies, processes, technologies, algorithms, software or development tools used in performing the services
hereunder which are based on trade secrets or proprietary information of the Contractor, are developed or created by or on behalf of the
Contractor without reference to or use of the intellectual property of RIDOH or are otherwise owned or licensed by the Contractor (collectively,
“tools™); (fi) subject to the confidentiality obligations set forth in this Agreement, will be free to use the ideas, concepts, methodologies, processes
and know-how which are developed or created in the course of performing the services and may be retained by the Contractor’s employees in an
intangible form, all of which constitute substantial rights on the part of the Contractor in the technology developed as a result of the services
performed under this Agreement; and (iii} will retain ownership of any Contractor-owned software or tools that are used in producing the
developed software and become embedded therein. No licenses will be deemed to have been granted by either party to any of its patents, trade
secrets, trademarks or copyrights, except as otherwise expressly provided in this Agreement.

PAR. 32. FORCE MAJEURE

Except for defaults of subcontractors at any tier, in the event that any party is unable to perform any of its obligations under this Agreement or to
enjoy any of its benefits because of (or if failure to perform the services is caused by) natural disaster, actions or decrees of governmental bodies,
or other event or failure not the fault or within control of the affected party (hereinafier referred to as a “Force Majeure Event™), the party who
has been so affected shall immediately give notice to the other parties and shall use reasonable efforts to resume performance. Upon receipt of
such notice, all obligations under this Agreement shall be immediately suspended

PAR. 33. RESERVED
PAR. 34. DISPUTES

‘The parties shail use good faith efforts te cooperatively resolve disputes and problems that arise in connection with this Agreement. Whena
dispute arises between RIDOH and Contractor, both parties will attempt to resolve the dispute pursuant to this subsection. When a dispute arises, the
party initiating the dispute shall notify the other party in writing of the dispute, with the notice specifying the disputed issues and the position of the
party submitting the notice. RIDOH's project officer and Contractor project officer shall use good faith efforts to resolve the dispute within ten (10) State
‘business days of submission by either party to the other of such notice of the dispute.

TfRIDOH's Project Officer and the Contractor’s Project Officer are unable to resolve the dispute, either party may request that the dispute be
escalated for resolution to the Secretary of the RI Department of Health or his or her designee, the Contractor’s President or his or her designee
and a mutually agreed upon third party shall attempt to resolve the issue.

If the issue is not resolved, the parties shall proceed pursuant to R.1. General Laws § 37-2-46 and applicable State Procurement Regulations (1.5).

If the issue is not resolved, the parties shall endeavor to resolve their claims by mediation which, shall be administered by the Presiding Justice of
the Providence County Superior Court. A request for mediation shall be made in writing, delivered to the other party to the Agreement, and filed
with the court. The request may be made concurrently with the filing of binding dispute resolution proceedings but, in such event, mediation
shall proceed in advance of binding dispute resolution proceedings, which shall be stayed pending mediation for a period of 60 days from the date
of filing, uness stayed for a longer period by agreement of the parties or court order. If an arbitration is stayed pursuant to this paragraph, the
parties may nonetheless proceed to the selection of the arbitrator(s) and agree upon a schedule for later proceedings.

The parties shall share the mediator’s fee and any filing fees equally. The mediation shall be held in the State of Rhode Island where the project is
located, unless another lecation is mutually agreed upon. Agreements reached in mediation shall be enforceable as settlement agreements in any
court having jurisdiction thereof.

PAR. 35. GOVERNING LAW

This A is d d d and delivered in the City of Cranston, State of Rhode sland, and ail questions arising out of or under this
Agreement shall be governed by the laws of the State of Rhode Island.

PAR. 36. WAIVER AND ESTOPPEL

Nothing in this Agreement shall be considered waived by any party, unless the party claiming the waiver receives the waiver in writing. No
breach of this Agreement is considered to he waived unless the non-breaching party waives it in writing. A waiver of one provision shall not
constitute a waiver of any other. A failure of any party to enforce at any time any provisions(s) of this contract, or to exercise any option which is
herein provided, shall in no way be construed as a waiver of such provision of this contract. No consent, or excuse by either party, express or
implied, shall constitute a subsequent consent, waiver or excuse.

PAR. 37. INSURANCE

Throughout the term of the Agreement, the Contractor and any subcontractor shall procure and maintain, at its own cost and expense, insurance
as required by the Bid Specifications.

PAR. 38. WORKREVIEWS

The Contractor agrees that all work performed under this Agreement may be reviewed by the Rhode Island Department of Health, Department of
Administration, and/or by any third party designated by the RI Department of Health.
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PAR. 39. BUSINESS CONTINUITY PLAN

The Contractor shall prepare and maintain a Business Continuity Plan upon execution of this Agreement, which shall include, but not be limited
to, the Contractor’s procedure for recovery of data and recovery for all operation components in case of an emergency or disaster. Upon written
or oral request by RIDOH, the Contractor shall previde RIDOH a copy of the above described Business Continuity Plan within ten (10) days of
RIDOH’s request.

PAR. 40. NOTICES .

No notice, approval or consent permitted or required to be given by this Agreement will be effective unless the same is in writing and sent
postage prepaid, certified mail or registered mail, return receipt requested, or by reputable overnight delivery service to the other party at the
address set forth in ADDENDUM XVII — CORE STAFF POSITIONS, or such other address as either party may direct by notice given to the
other as provided ADDENDUM XVII - CORE, STAFF POSITIONS, and shall be deemed to be given when received by the addressee. The
Contractor and RIDOH shall list, in ADDENDUM XVII - CORE STAFF POSITIONS, the names, addresses, telephone numbers, and the
facsimile numbers of all individuals that the above such notice, approval or consent shall be sent to or copied on.

PAR. 41. COUNTERPARTS

This Agreement may be executed in any number of counterparts, each of which will be an original, and such counterparts together will constitute
one and the same instrument. Execution may be effected by delivery of facsimiles of signature pages and the parties will follow such delivery by
prompt delivery of originals of such pages.

PAR, 42, AMENDMENTS

Except as may otherwise set forth in this Agreement, the Agreement may only be amended by the parties agreeing to the amendment, in writing,

duly executed by the parties and shall only be effective upon incorporation by the State’s Division of Purct through the i of a change
order.

PAR. 43. SURVIVAL

Any obligations and provisions of this Agreement which by their nature extend beyond the expiration or termination of this Agreement, including
but not limited to safeguarding confidential information and indemnification, shall survive the expiration or termination of this Agreement.

PAR. 44. ADDITIONAL APPROVALS

The parties acknowledge that this Agreement requires issuance of a valid Purchase Order by the State of Rhode Island for this Agreement to
remain in full force and effect.
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IN WITNESS WHEREOF, the parties hereto have hereunder set their hands as of the date first above written and
this Agreement made legally binding upon the issuance of a valid Purchase Order by the State of Rhode Island as
follows:

Rhode Island Department of Health Hospital Association of Rhode Island
Nicole Alexander-Scott, MD, MPH} Teresa Paiva Weed
Director of Health President
61k ¢ /3 [2019
Date Date I 7
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ADDENDA

Attached hereto, incorporated into and made a part herein of this agreement, are the following addenda:

ADDENDUM -

ADDENDUMII -
ADDENDUM I -
ADDENDUM IV -

ADDENDUM YV -
ADDENDUM VI -

ADDENDUM VII -
ADDENDUM VIII -
ADDENDUM IX -
ADDENDUM X -

ADDENDUM X -
ADDENDUM XIT -

ADDENDUM XIII -
ADDENDUM XIV -
ADDENDUM XV -
ADDENDUM XVI -
ADDENDUM XVII -
ADDENDUM XVIII -

ADDENDUM XTX -

Scope of Work
Budget

Payments Schedule
Fiscal Assurances

Notice to Rhode Island Department of Health’s Service Providers of Their
Responsibilities Under Title VI of The Civil Rights Act of 1964

Notice to Rhode Island Department of Health’s Service Providers of Their Responsibilities
Under Section 504 of the Rehabilitation Act of 1973

Drug-Free Workplace Policy

Drug Free Workplace Policy Contractor Certificate of Compliance
Subcontractor Compliance

Certification Regarding Environmental Tobacco Smoke

Instructions for Certification Regarding Debarment, Suspension and Other Responsibility
Matters — Primary Covered Transactions

Certification Regarding Debarment, Suspension and Other Responsibility Matters —
Primary Covered Transactions

Liquidated Damages

Equal Employment Opportunity

Byrd Anti-Lobbying Amendment

Bid Proposal

Core Staff Positions

Federal Sub-Award Reporting FFATA

Business Associate Agreement
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ADDENDUM 1

SCOPE OF WORK
Hospital Association of Rhode Island
Rhode Island Cancer Registry
July 1, 2019 — June 20, 2020

A. Definitions

1. RIDOH: The Department of Health, State of Rhode Island (RIDOH)

2. The Contractor: The Hospital Association of Rhode Island (HARI)

3. Registrars: Those persons designated by health care facilities in Rhode Island (including hospitals,
free-standing surgery centers, cytology laboratories, radiology centers, and other health care facilities
that serve substantial numbers of cancer patients) to report newly diagnosed malignant neoplasms to
RIDOH.

4. Major Reporting Institutions: Acute care hospitals, free-standing surgery centers, free-standing
radiology facilities, and pathology laboratories licensed by the State of Rhode Island.

B. Work to be Performed by the Contractor
1. Summary

In general, RIDOH engages the Contractor to run the State of Rhode Island's entire central cancer registry
operation for one year, and to provide RIDOH on an annual basis with an updated electronic file of
complete and corrected case reports of the cumulative central cancer registry database pertaining to
mandatory state reporting, suitable for immediate analysis. RIDOH expects the Contractor, as its agent, to

( interact independently with Registrars, assisting them, evaluating their work, and correcting them when
necessary.

2. Orientation and Education of Registrars

a) The Contractor shall contact all new Registrars individually and help orient them to procedures of
case reporting.

b) The Contractor shall organize at least 2 statewide educational workshops annually for all
Registrars, in collaboration with RIDOH. [n addition, the Contractor will provide targeted onsite
training to Registrars concurrent with the periodic auditing of reports (Section 4).

c) The Contractor shall facilitate 85% or better representation from all major reporting institutions at
training workshops by providing effective incentives for registrar attendance at training workshops
and by encouraging major reporting institutions to assure registrar attendance at training
workshops.

3. Data Collection

a) The Contractor shall collect all reports of newly diagnosed malignant neoplasms from the
Registrars for RIDOH,
b) The Contractor shall provide Registrars (and health care providers who will make occasional case
reports) with reporting forms or with equivalent electronic reporting channels.
¢) The Contractor's staff shall be available by telephone during regular office hours, five days a
week, to answer all questions of the Registrars in solving problems with reporting.
d) The Contractor's staff shall make occasional visits to Registrars' institutions, as necessary, to assist
Registrars in solving problems with reporting.
e) The Contractor shall actively pursue timely reporting from each Registrar in the following way:
» At the end of each month, the Contractor shall assess the timeliness/tardiness of reporting
; for each major reporting institution, noting those who have been 'substantially tardy,' i.¢.,
& . those which have submitted at least 25 percent of their case reports late. The Contractor

18

58




o~

g)

h)

shall keep a record of the number of cases reported per month by each major reporting
institution, and use this information to predict tardiness in the absence of case reports for
a month.

» If a major reporting institution's reporting is substantially tardy, the Contractor shall
communicate with the Registrar(s) at that reporting institution, to determine the cause of
tardiness and to recommend corrective actions, and to work with the Registrar(s) to
assure timely reporting. If necessary to obtain the desired timeliness of data reporting

" from a major reporting mstitution, the Contractor shall communicate with appropriate

administrative staff of that institution, after working with the Registrar(s) on the issue.

The Contractor shall support the slectronic submission of case reports from all major reporting
institutions by assisting registrars in maintaining computerized cancer registry operations and by
providing an efficient means of secure electronic transfer of case reports.
The Contractor shall actively pursue the compliance of Registrars to the procedures specified in
the rules and regulations of the Rhode Island Cancer Registry and the procedural manual of the
Rhode Island Cancer Registry. If a Registrar does not comply with specified procedures, the
Contractor shall communicate this to the Registrar, and work with the registrar to assure
compliance in the future.
The Contractor shall update the procedural manual of the Rhode Island Cancer Registry — at least
annually, and more frequently, as necessary — to be in compliance with guidelines of the National
Program of Cancer Registries {Centers for Disease Control and Prevention), the North American
Association of Central Cancer Registries, and the Commission on Cancer.
The Contractor shall maintain a system of death certificate follow-back to register cancer cases of
Rhode Island residents which come to the attention of the RICR only through death certificates.

4. Auditing of Reports

a)

b)

c)

4

The Contractor shall audit all case reports as they are submitted for completeness and timeliness,
and request timely corrections, as necessary, from the Registrars. If data required by RIDOH in
case reports cannot be found by a Registrar, the Contractor shall work with the Registrar to
determine why the data cannot be found and recommend actions to improve the availability of
such data.

The Contractor shall perform chart audits for accuracy of case reporting at all major reporting
facilities annually, sampling at least 10% of newly dizgnosed cases for this purpose, working
closely with Registrars to improve the accuracy of case reporting.

The Contractor shall check the accuracy of all coded information required by RIDOH in all
electronic (and paper) case reports by means of standard computerized edit checks, working
closely with Registrars to improve the accuracy of coded information.

The contractor shall facilitate at least 95% case ascertainment at all major reporting institutions by
performing quarterly case ascertainment audits at these facilities. The Contractor shall alse
perform case finding audits at all other reporting institutions on an annual basis.

5. Data Processing

a)

b)

<)

The Contractor shall have all electronic records, including those which have been created from
paper records and those which have been submitted to the Contractor as electronic records,
coilated and stored in one data file.

The Contractor shall use standard manual and computerized edit checks for data consistency.
On at least a yearly basis (more frequently, as necessary to meet the needs of public health

surveillance and the needs The Contractor shall use standard manual and computerized edit checks
for data consistency
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d) of the cancer research community), the Contractor shall provide to RIDOH an updated electronic
file of complete and corrected case reports of the cumulative central cancer registry database
pertaining to mandatory state reporting.

e) The Contractor shall assure that the central cancer registry database does not contain redundant
records by performing regular computerized checks for redundant records and by merging and
purging redundant records found by means of computerized checks.

6. Confidentiality of Information

The Contractor shall assure the confidentiality of all patient information collected pursuant to this
agreement, as specified by the Confidentiality of Health Care Information Act, Chapter 5 - 37.3 of the
General Laws of Rhode Island. Each employee of the contractor who handles central cancer registry
information shall sign a statement agreeing to protect the confidentiality of all patient information
collected pursuant to this agreement.

7. Technical Assistance

The Contractor shall provide assistance to RIDOH, as necessary, to interpret central cancer registry
information cellected, collated, and stored pursuant to this agreement.

C. Responsibilities of RIDOH
RIDOH Agrees:

To acknowledge the Hospital Association of Rhode Island in all reports and public
communications as the contractor who collected cancer incidence data for RIDOH.

To provide updated versions of all essential cancer registry manuals electronically to the
Registrars of all major reporting institutions — through the Contractor.

To contact representatives of any licensed health care facility which consistently fails to mest its
responsibility to report cases of newly diagnosed malignant neoplasms to the Contractor, as the
agent of RIDOH. Before RIDOH takes such action, the Contractor will have vigorously pursued,
within its power, complete, timely, and accurate reporting from the licensed health care facility in
question, and will have worked with the staff of that facility to solve problems of reporting.

To assist HARI in running at least 2 statewide workshops annually to improve the knowledge and
skills of Registrars.
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Monitoring and Reporting Program Performance Requirements
Monthly Invoice Reporting

s}

All monthly invoices must be submitted to RIDOH Contract Officer by the 10 of the menth
following the reporting period through RIDOH identified reporting systems and forms. All forms
associated with reporting information in the system will be provided by RIDOH.
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Cultural and Linguistically Appropriate Services (CLAS) in Health in Health Care

Health Equity
‘When all people have "the opportunity to 'attain their full health potential' and no one is 'disadvantaged from
achieving this potential because of their social position or other socially determined circumstance™

Cultural Competence

Culture is the blended patterns of human behavior that include "language, thoughts, communications, actions,
customs, beliefs, values, and institutions of racial, ethnic, religious, or social groups." Cultural competence is "a set
of congruent behaviors, attitudes, and policies that come together in a system, agency, or among professionals that
enables effective work in cross-cultural situations." "Competence" in the term cultural competence implies that an
individual or organization has the capacity to function effectively "within the context of the cultural beliefs,
behaviors, and needs presented by consumers and their communities."

Limited English Proficiency

Under the authority of Title VI of the Civil Rights Act of 1964, Presidential Executive Order No. 13166 requires that
recipients of federal financial assistance ensure meaningful access by persons with limited English proficiency
(LEP}) to their programs and activities. A 2002 report from the U.S. Department of Justice, Prohibition Against
National Origin Discrimination Affecting Limited English Proficient Persons, provides guidance on uniform
policies for all federal agencies to implement Executive Order No. 13166. Further, the National Standards for
Culturally and Linguistically Appropriate Services in Health and Health Care (CL.AS): A Blueprint for Advancing
and Sustaining CLAS Policy and Practice issued by the United States Department of Health and Human Services,
Office of Minority Health in 2013 are intended to advance health equity, improve quality and help eliminate health
care disparities by providing a blueprint for individuals and health and health care organizations to implement
culturally and linguistically appropriate services. The national CLAS standards provide guidance on cultural and
linguistic competency with the ultimate goal of reducing racial and ethnic disparities.

Effective immediately, all vendors who contract with RIDOH must perform the following tasks and provide
documentation of such tasks upon request of a RIDOH employee:

1. The supports and services provided by vendor shali demonstrate a commitment to linguistic and cultural
competence that ensures access and meaningful participation for all people in the service area or target
population. Such commitment includes acceptance and respect for cultural values, beliefs and practices of
the community, as well as the ability to apply an understanding of the relationships of language and culture
to the delivery of supports and services. Vendor shall have an education, training and staff development
plan for assuring culturally and linguistically appropriate service delivery.

2. Vendor shall have a comprehensive cultural competency plan that addresses the following: 1) the
identification and assessment of the cultural needs of potential and active clients served, 2) sufficient
policies and procedures to reflect the agency’s value and practice expectations, 3) a method of service
assessment and monitoring, and 4) ongoing training to assure that staff are aware of and able to effectively
implement policies.

3. Vendor shall have a plan to recruit, retain and promote a diverse staff and leadership team, including Board
members, representative of the demographic characteristics of the populations served.

4. Vendor shall assure equal access for people with diverse cultural backgrounds and/or limited English
proficiency, as outlined by the Department of Justice, Prohibition Against National Origin Discrimination

Affecting Limited English Proficient Persons. Vendor shall provide language assistance services (i.e.
interpretation and translation) and interpreters for the deaf and hard of hearing at no cost to the client.

National Standards are intended te advance health equity, improve quality, and to help eliminate health care
disparities by establishing a blueprint for health and health care organizations to:
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A. The Principle Standard:

1.

Provide effective, equitable, understandable, and respectful quality care and services that are responsive to
diverse cultural health beliefs and practices, preferred languages, health literacy, and other communication
needs.

B. Governance, Leadership, and Workforee:

2.

3.

4.

Advance and sustain organizational governance and leadership that promoted CLAS and Health equity
through policy, practice, and allocated resources

Recruit, promote, and support a culturally and linguistically diverse governance, leadership, and workforce
that are responsive to the population in the service area.

Educated and trains governance, leadership, and workforce in culturally and linguistically appropriate
policies and practices on an ongoing basis

C. Communication and language assistance:

5.

6.

7.

8.

Offer Language Assistance to individuals who have limited English proficiency and/or offer
communication needs, at no cost to them, to facilitate timely access to all health care services

Inform all individuals of the availability of language assistance services clearly and in their preferred
language, verbally and in writing.

Ensure the competence of individuals providing language assistance, recognizing that the use of untrained
individuals and/or minor as interpreters should be avoided.

Provide easy-to-understand print and multimedia materials and signage in the languages commonly used by
populations in the service area.

D. Engagement, Continnous Improvement, and Accountability:

9.

10.

11.

12.

13.

14.

15.

Establish cultural and linguistically appropriate goals, policies and management accountability, and infuse
them throughout the organization’s planning and operations,

Conduct ongoing assessments of the organization’s CLAS-related activities and integrate CLAS-related
measures into assessment measurement and continuous quality improvement activities.

Collect and maintain accurate and reliable demographic data to monitor and evaluate the impact of CLAS
on health equity and outcomes and to inform service delivery.

Conduct regular assessments of community health assets and needs and use the results to plan and
implement services that respond to the cultural and linguistic diversity of populations in the service area.
Partner with the community to design, implement and evaluate policies, practices and services to ensure
cultural and linguistic appropriateness.

Create conflict- and grievance-resolution processes that are culturally and linguistically appropriate to
identify, prevent and resolve conflicts or complaints.

Communicate the organization’s progress in implementing and sustaining CLAS to all stakeholders,
constituents and the general public.

For additional information and resources regarding CLAS standards can be accessed here:

https://www.thinkculturalhealth.hhs. gov/content/clas.asp
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ADDENDUM I
PAYMENTS SCHEDULE

Request for Reimbursement

Before payments are processed, agency invoices will be reviewed to insure that all allowable costs are
appropriately documented. All invoices will be reviewed to prevent deviation from approved contract
budgets.

Agencies will be paid based on actual expenditures and will be reimbursed on a monthly basis.

Invoices must be submitted to the RIDOH Project Officer by the 10% of the month following the reporting
period.

o Agencies will include the following required documentation as an attachment to submitted invoice
Name of employes, title, hours worked, rate of pay

o Consultant copies of bills submitted (must include rate of pay and number of hours)

o In-state mileage - rate per mile (as indicated in contract) including number of miles

o Out-of state mileage - Copy of receipts for all travel related expenses; e.g., travel itinerary, hotel
detail bill, parking, taxi & shuttle receipts. Air Travel: include a copy of the boarding pass &
receipt. Train Travel: copy of ticket and receipt. No documentation is necessary for per diem
expenses, which include meals and incidentals capped at $30 per day.

o Copy of all receipts (i.e.; supply purchases, telephone document of expense, etc.)

Request for Reimbursements that are completed incorrectly will be returned to the Agency Project
Coordinator for corrections.

Prior written approval from the RIDOH Project Officer must be obtained before variations in the budgst
line item can be made. The Agency Project Director must submit requests in writing to the RIDOH Project

Officer, Failure to have written approval for line item changes will result in non-reimbursement of
expenditures.
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ADDENDUM IV
FISCAL ASSURANCES

The Contractor agrees to segregate all receipts and disbursements pertaining to this agreement from
recipients and disbursements from all other sources, whether by separate accounts or by utilizing a fiscal
code system.

The Contractor assures a system of adequate internal control will be implemented to ensure a separation of
duties in all cash transactions.

The Contractor assures the existence of an audit trail which includes: cancelled checks, voucher
authorization, invoices, receiving reports, and time distribution reports.

The Contractor assures a separate subsidiary ledger of equipment and property will be maintained.

The Contractor agrees any unexpended funds from this agreement are to be returned to RIDOH at the end
of the time of performance unless RIDOH gives written consent for their retention.

The Contractor assures insurance coverage is in effect in the following categories: bonding, vehicles, fire
and theft, and liability.

The following Federal requirements shall apply pursuant to OMB Guidance for Grants and Agreements.
‘Where applicable:

e Subpart A - Acronyms and Definitions (200.0 — 200.99)

«  Subpart B — General Provisions (200.100 — 200.113)

s  Subpart C ~ Pre-Federal Award Requirements and Contents of Federal Awards (260.200 —200.211)
e Subpart D — Post Federal Award (200.300 — 200.345)

e Subpart E - Cost Principles (200.400 —200.475)

e Subpart F — Audit Requirements (200.500 — 200.521)

o All Subsequent Addenda

If the Contractor expends Federal awards during the Contractor's particular fiscal year of $750,000 or more,
then 2 CFR § 200.500 et. seq., audits of states, local governments and non-profit organizations shall also
apply or if applicable, an audit shall be performed in accordance with "Government Auditing Standards” as
published by the Comptroller General of the United States (see Paragraph 24).

This agreement may be funded in whole or in part with Federal funds. If so, the CFDA reference number is
93.283. The Contractor must review applicable Federal Statutes, regulations, terms and conditions of the
Federal Award in accordance with 2 CFR § 200.331 (a)(2).
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ADDENDUM V
RHODE ISLAND DEPARTMENT OF HEALTH

NOTICE TO RHODE ISLAND DEPARTMENT OF HEALTH’S
SERVICE PROVIDERS OF THEIR RESPONSIBILITIES
UNDER TITLE VI OF THE CIVIL RIGHTS ACT OF 1964

Public and private agencies, organizations, institutions, and persons that receive Federal financial assistance through the
RI Department of Health (RIDOH) are subject to the provisions of Title VI of the Civil Rights Act of 1964 and the
implementing regulations of the United States Department of Health And Human Services (DHHS), which is located at 45
CFR, Part 80, collectively referred to hereinafter as Title VI. RIDOH coniracts with Contracters include a Contractor’s
assurance that in compliance with Title VI and the implementing reguiations, no person shall be excluded from
participation in, denied the benefits of, or be otherwise subjected to discrimination in its programs and activities on the
grounds of race, color, or national origin. Additional DHHS guidance is located at 68 FR 47311-02.

RIDOH reserves its right to at any time review Contractors to assure that they are complying with these requirements.
Further, RIDOH reserves its right to at any time require from: Contractors, Sub-Contractors and Vendors that they are also
complying with Title V1.

The Contractor shall have policies and procedures in effect, including, a mandatory written compliance plan, which are
designed to assure compliance with Title VI. An electronic copy of the service providers written compliance plan and all
relevant policies, procedures, workflows and relevant chart of responsible personnel must be available to RIDOH upon
request.

The Contractor’s written compliance plan must address the following requirements:

O Written policies, procedures and standards of conduct that articulate the organization's commitment to comply
with ali Title VI standards.

O Designation of a compliance officer who is accountable to the service provider's senior management.
QO  Effective training and education for the compliance officer and the organization's employees.

O Enforcement of standards through well-publicized guidelines.

O  Provision for internal monitoring and auditing.

O  Written complaint procedures

O  Provision for prompt response to all complaints, detected offenses or lapses, and for development and
implementation of corrective action initiatives.

0O Provision that all Contractors, Sub-Contractors and Vendors of the service provider execute assurances that said
Contractors, Sub-Contractors and Vendors are in compliance with Title V1.

The Contractor must enter into an agreement with each Sub-Contractor or Vendor under which there is the provision to
furnish to it, DHHS or RIDOH on request full and complete information related to Title VI compliance.

The Contractor must submit, within thirty-five (35) days of the date of a request by DHHS or RIDOH, full and complete
information on Title VI compliance by the Contractor and/or any Sub-Contractor or Vendor of the Contractor.

It is the responsibility of each Contractor to acquaint itself with all of the provisions of the Title VI regulations. A copy of
the regulations is available upon request from the community relations liaison officer, RI Department of Health, 3
Capitol Hill Providence, RI 02908-5097 Tel: (401) 222-5960.
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7 THE REGULATIONS ADDRESS THE FOLLOWING TOPICS:

SECTION:

80.1
80.2
80.3
804
80.5
80.6
80.7
80.8
80.9
80.10
80.11
80.12
80.13

Purpose

Application of This Regulation
Discrimination Prohibited
Assurances Required

Illustrative Application

Compliance Information

Conduct of Investigations
Procedure for Effecting Compliance
Hearings

Decisions and Notices

Judicial Review

Effect on Other Regulations; Forms and Instructions
Definition
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S ADDENDUM VI
RHODE ISLAND DEPARTMENT OF HEALTH

NOTICE TO RHODE ISLAND DEPARTMENT OF HEALTH’S CONTRACTORS OF THEIR
RESPONSIBILITIES UNDER SECTION USC 504 OF THE REHABILITATION ACT OF 1973

Public and private agencies, organizations, institutions, and persons that receive Federal financial assistance through
the RI Department of Health (RIDOH) are subject to the provisions of Section 504 of the Rehabilitation Act of
1973 and the Implementing Regulations of the United States Department of Health And Human Services (DHHS),
which are located at 45 CFR, part 84 hereinafter collectively referred to as Section 504. RIDOH contracts with
service providers include the provider’s assurance that it will comply with Section 504 of the regulations, which
prohibits discrimination against handicapped persons in providing health, welfare, or other social services or
benefits.

The Contractor shall have policies and procedures in effect, including, a mandatory written compliance plan, which
are designed to assure compliance with Section 504. An electronic copy of the Contractor’s written compliance plan
and all relevant policies, procedures, workflows and relevant chart of responsible personnel must be available to
RIDOH upon request.

The Contractor’s written compliance plan must address the following requirements:

[m}

Written policies, procedures and standards of conduct that articulate the organization's commitment to
comply with all Section 504 standards.

Designation of a compliance officer who is accountable to the service provider's senior management.
Effective training and education for the compliance officer and the organization's employees.
Enforcement of standards through well-publicized guidelines.

Provision for internal monitoring and auditing.

Written complaint procedures

Provision for prompt response to all complaints, detected offenses or lapses, and for development and
impiementation of corrective action initiatives.

Provision that all Contractors, Sub-Contractors and Vendors of the service provider execute assurances that
said Contractors, Sub-Contractors and Vendors are in compliance with Section 504.

[ Oy Ry ]

=}

The Contractor must enter into an agreement with each Sub-Contractor or Vendor under which there is the provision
to furnish to the contractor, DHHS or RIDOH on request full and complete information related to Section 504
compliance.

The contractor must submit, within thirty-five (35) days of the date of a request by DHHS or RIDOH, full and
complete information on Section 504 compliance by the Contractor and/or any Sub-Contractor or Vendor of the
contractor.

It is the responsibility of each Contractor to acquaint itself with all of the provisions of the Section 504 regulations.
A copy of the regulations, together with an August 14, 1978 Policy Interpretation of General Interest to Providers of
Health, Welfare, or Other Social Services or Benefits, is available upon request from the Community Relations
Liaison Officer, RI Department of Health, 3 Capitol Hill Providence, RI 02908-5097 Tel: (401) 222-5960.

Contractors should pay particular attention to subparts A, B, C, and F of the regulations which pertain to the
following:
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SUBPART A - GENERAL PROVISIONS

SECTION:

84.1
84.2
84.3
84.4
84.5
84.6
84.7
84.8
84.9
84,10

Purpose

Application

Definitions

Discrimination Prohibited

Assurance Required

Remedial Action, Voluntary Action, and Self-Evaluation

Designation of Responsible Employee and Adoption of Grievance Procedures
Notice

Administrative Requirements for Small Recipients

Effect of State or Local Law or Other Requirements and Effect of Employment
Opportunities

SUBPART B - EMPLOYMENT PRACTICES

SECTION:

84.11
84.12
84.13
84.14
84.15-84.20

Discrimination Prohibited
Reasonable Accommodation
Empioyment Criteria
Pre-employment Inquiries
(Reserved)

SUBPART C - ACCESSIBILITY

SECTION:

84.21
84.22
84.23
84.24 - 84.30

Discrimination Prohibited
Existing Facilities

New Construction
(Reserved)

SUBPART F - HEALTH, WELFARE, AND SOCIAL SERVICES

SECTION:

84.51
84.52
84.53
84.54
84.55
84.56 — 84.60

Application of This Subpart

Health, Welfare, and Other Social Services

Drug and Alcohol Addicts

Education and Institutionalized Persons

Procedures Relating To Health Care for Handicapped Infants
{Reserved)
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ADDENDUM VII

DRUG-FREE WORKPLACE POLICY

Drug use and abuse at the workplace or while on duty are subjects of immediate concern in our society. These
problems are extremely complex and ones for which there are no easy solutions. From a safety perspective, the users
of drugs may impair the well-being of all employees, the public at large, and result in damage to property. Therefore, it is
the policy of the state that the unlawful manufacture, distribution, dispensation, possession, or use of a controlled
substance is prohibited in the workplace. Any employee(s) violating this policy will be subject to discipline up to and
including termination. An employee may also be discharged or otherwise disciplined for a conviction involving
illicit drug use, regardless of whether the employee’s conduct was detected within employment hours or whether his/her
actions were connected in any way with his or her employment. The specifics of this policy are as follows:

L

Any unauthorized employee who gives or in any way transfers a controlled substance to another person or
sells or manufactures a controlled substance while on duty, regardless of whether the employee is on or off
the premises of the employer will be subject to discipline up to and including termination.

The term "conirelled substance” means any drugs listed in 21 USC, Section 812 and other Federal
regulations. Generally, all illegal drugs and substances are included, such as marijuana, heroin, morphine,
cocaine, codeine or opium additives, LSD, DMT, STP, amphetamines, methamphetamines, and barbiturates.

Each employee is required by law to inform the agency within five (5) days after he/she is convicted for
violation of any Federal or State criminal drug statute. A conviction means a finding of guilt (including a
plea of nolo contendere) or the imposition of a sentence by a judge or jury in any Federal or State Court.

The employer (the hiring authority) will be responsible for reporting conviction(s) to the appropriate
Federal granting source within ten (10) days after receiving notice from the employee or otherwise receives
actual notice of such conviction(s). All conviction(s) must be reported in writing to the Office of Personnel
Administration (OPA) within the same time frame.

If an employee is convicted of violating any criminal drug statute while on duty, he/ she will be subject to
discipline up to and including termination. Conviction(s) while off duty may result in discipline or
discharge.

The state encourages any employee with a drug abuse problem to seek assistance from the Rhode Island
Employee Assistance Program (RIEAP). Your Personnel Officer has more information on RIEAP,

The law requires all employees to abide by this policy.
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ADDENDUM VIII

DRUG-FREE WORKPLACE POLICY
CONTRACTOR CERTIFICATE OF COMPLIANCE

L 42.’/&4[1 Hriin-tifundd Aol
(Name) (Title)

Hospital Association of Rhode Island, a contractor doing business with the state of Rhode Island hereby
acknowledge that I have received a copy of the state's policy regarding the maintenance of a Drug-Free Workplace. [
have been informed that the unlawful manufacture, distribution, dispensation, possession, or use of a controlled
substance (to include but not limited to such drugs as marijuana, heroin, cocaine, PCP, and crack, and may also
include legal drugs which may be prescribed by a licensed physician if they are abused), is prohibited on the State's
premises or while conducting State business, I acknowledge that my employees must report for work in a fit condition
to perform their duties.

As a condition for contracting with the state, as a result of the Federal Omnibus Drug Act, I will require my employees to
abide by the state's policy. Further, I recognize that any violation of this policy may result in termination of the
contract.

Signature: QE? Qéiél(l[zz ézudl “[é( Ll
Title: é/‘@j(dzﬂf %ZZSﬂ[{aéég.ﬂclgém# £ 7.

Date: (\fl{jﬂ] L-'?t .,Zﬂi?
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ADDENDUM IX
SUBCONTRACTOR COMPLIANCE

L 10k aud - Pesidnt

(Name) (Title)

Hospital Association of Rhode Island, a contractor doing business with the state of Rhode Island, hereby certify that
all approved subcontractors performing services pursuant to this agreement will have executed written contracts with
Hospital Association of Rhode Island. All such contracts shall contain language identical to the following
provisions of this agreement as follows:

PAR. 12. CONTRACTOR’S LIABILITY/INDEMNIFICATION

PAR. 13. NONDISCRIMINATION IN EMPLOYMENT AND SERVICES

Signature: %22 Q‘Z,ﬂﬁﬂhu p‘l J27] [2 !ﬂg

/m/dm%

Title:

Date: (\%’[jﬂl 3’, 02.0/ 7
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ADDENDUM X
CERTIFICATION REGARDING ENVIRONMENTAL TOBACCO SMOKE

Public Law 103-227, Part ¢ - Environmental Tobacco Smoke (20 U.S.C.A.§ 6081-6084), also known as the Pro-
Children Act of 1994 (Act) , requires that smoking not be permitted in any portion of any indoor facility owned or
leased or contracted for by an entity and used routinely or regularly for the provision of health, day care, education, or
library services to children under the age of 18, if the services are funded by Federal programs either directly or
through state or local governments, by Federal grant, contract, loan, or loan guarantee. The law does not apply to
children's services provided in private residences, facilities funded solely by Medicare or Medicaid funds, and portions of
facilities used for inpatient drug or alcohol treatment.

Any failure to comply with a prohibition in this section shall be a violation of this section and any person subject to
such prohibition who commits such violation may be liable to the United States for a civil penalty in an amount not
to exceed $1,000 for each violation, or may be subject to an administrative compliance order, or both, as determined
by the Secretary. Each day a violation continues shall constitute a separate violation. In the case of any civil penalty
under this section, the total amount shall not exceed the amount of Federal funds received by such person for the
fiscal year in which the continuing violations occurred.

By signing and submitting this application the applicant/contractor certifies that it will comply with the requirements
of the Act. The applicant/contractor further agrees that it will require the language of this certification be included in any
sub-awards which contain provisions for children's services and that all sub-contractors shall certify accordingly.

Signature: %’Z g i@&za )/ gg x [Z Zgzd

ﬂw/@f )
Title: g‘iéssl;ﬂ/ﬁ j@iﬁgﬂka@z& # gf 7_

Date: 6 /03 /92{}/‘7
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ADDENDUM XI
INSTRUCTIONS FOR CERTIFICATION REGARDING DEBARMENT,
SUSPENSION, AND OTHER RESPONSIBILITY MATTERS
PRIMARY COVERED TRANSACTIONS

By signing and submitting this proposal, the prospective primary participant is providing the certification set out below.

The inability of a person to provide the certification required below will not necessarily result in denial of
participation in this covered transaction. If necessary, the prospective participant shall submit an explanation of
why it cannot provide the certification. The certification or explanation will be considered in connection with
RIDOH's determination whether to enter into this transaction. However, failure of the prospective primary
participant to furnish a certification or explanation shall disqualify such person from participation in this
transaction.

The certification in this clause is a material representation of fact upon which reliance was placed when RIDOH
determined that the prospective primary participant knowingly rendered an erroneous certification, in addition to
other remedies available to RIDOH, RIDOH may terminate this transaction for cause or default.

The prospective primary participant shall provide immediate written notice to RIDOH if at any time the
prospective primary participant learns that its certification was erroneous when submitted or has become
erroneous by reason of changed circumstances.

The terms "covered transaction,” "debarred,” "suspended," "ineligible,” "lower tier covered transaction,”
"participant,” "person," "primary covered transaction," "principal,” "proposal," and "voluntarily excluded," as
used in this clause, have the meanings set out in the definitions and coverage sections of the rules implementing
Executive Order 12549.

The prospective primary participant agrees by submitting this proposal that, should the proposed covered
transaction be entered into, it shall not knowingly enter into any lower tier covered transaction with a person
who is debarred, suspended, declared ineligible, or voluntarily excluded from participation in this covered
transaction, unless authorized by RIDOH.

The prospective primary participant further agrees by submitting this proposal that it will include the clause titled
cettification regarding debarment, suspension, ineligibility and voluntary exclusion - lower tier covered
transactions, provided by RIDOH, without modification, in all lower tier covered transactions and in all
solicitations for lower tier covered transactions.

A participant in a covered transaction may rely upon a certification of a prospective participant in a lower tier
covered transaction that is not debarred, suspended, ineligible, or voluntarily excluded from the covered
transaction, unless it knows that the certification is erroneous. A participant may decide the method and
frequency by which it determines the eligibility of its principals. Each participant may, but is not required to,
check the non-procurement list (of excluded parties).

Nothing contained in the foregoing shall be construed to require establishment of a system of records in order to
render in good faith the certification required by this clause. The knowledge and information of a participant is
not required to exceed that which is normally possessed by as prudent person in the ordinary course of business
dealings.

Except for transactions authorized under Paragraph 6 of these instructions, if a participant in a covered
transaction knowingly enters into a lower tier covered transaction with a person who is suspended, debarred,
ineligible, or voluntarily excluded from participation in this transaction, in addition to other remedies available to
the Federal Government, RIDOH may terminate this transaction for cause of default.
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ADDENDUM XTI

CERTIFICATION REGARDING DEBARMENT, SUSPENSION,
AND OTHER RESPONSIBILITY MATTERS - PRIMARY COVERED TRANSACTIONS

The contractor, as the primary participant, certifies to the best of the contractor’s knowledge and belief, that the
. contractor and its principals:

L Are not presently debarred, suspended, proposed for debarment, declared ineligible, or voluntarily
excluded from covered transactions by any Federal department or agency;

2 Have not within a three (3) year period preceding this proposal been convicted of or had a civil
judgment rendered against them for commission of fraud or a criminal offense in connection with.
obtaining, attempting to obtain, ot petforming a public (Federal, State or local) transaction or
contract under public transaction; violation of federal or state antitrust statues or commission of
embezzlement; theft, forgery, bribery, falsification or destruction of records, making false
statements, or receiving stolen property;

3. Are not presently indicated or otherwise criminally or civilly charged by a governmental entity

(federal, State or local) with commission of any of the offenses enumerated in paragraph 2 of this
certification; and

4. Have not within a three (3) year period preceding this application/proposal had one or more public
transactions (Federal, State or local) terminated for cause or default.

Where the prospective primary participant is unable to certify to any of the statement in this certification, such
prospective participant shall attach an explanation to this proposal.

- Y o,
Tiﬂe:Mi,QS@thﬁMﬁz

Date: é I/Lg / 20/ 7
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ADDENDUM XIII
LIQUIDATED DAMAGES

The prospective primary participant contractor agrees that time is of the essence in the performance of certain
designated portions of this contract. RIDOH and the contractor agree that in the event of a failure to meet the
milestones and project deliverable dates or any standard of performance within the time set forth in RIDOH's bid
proposal and the contractor's proposal response (Addendum XVI), damage shall be sustained by RIDOH and that it
may be impractical and exiremely difficult to ascertain and determine the actual damages which RIDOH will sustain by
reason of such failure. It is therefore agreed that RIDOH, at its sole option, may require the contractor to pay
liquidated damages for such failures with the following provisions:

1. Where the failure is the sole and exclusive fault of RIDOH, no liquidated damages shall be imposed. To the extent
that each party is responsible for the failure, liquidated damages shall be reduced by the apportioned share of such
responsibility.

2. For any failure by the contractor to meet any performance standard, milestone or project deliverable, RIDOH
may require the contractor to pay liquidated damages in the amount(s) and as set forth in the state's general
conditions of purchase as described particularly in the LOI, RFP, RFQ, or scope of work, however, any
liquidated damages assessed by RIDOH shall not exceed 10% of the total amount of any such month’s invoice
in which the liquidated damages are assessed and shall not in the aggregate, over the life of the agreement,
exceed the total contract value,

Written notification of failure to meet a performance requirement shall be given by RIDOH's project officer to the
contractor’s project officer. The contractor shall have a reasonable period designated by RIDOH from the date of
receipt of written notification. If the failure is not materially resolved within this period, liquidated damages may be
imposed retroactively to the date of expected delivery.

In the event that liquidated damages have been imposed and retained by RIDOH, any such damages shall be refunded,
provided that the entire system takeover has been accomplished and approved by RIDOH according to the original
schedule detailed in the contractor's proposal response included in this contract (Addendum XVI) as modified by
mutually agreed upon change orders.

To the extent liquidated damages have been assessed, such damages shall be the sole monetary remedy available to
RIDOH for such failure. This does not preclude the state from taking other legal action.
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ADDENDUM X1V

EQUAL EMPLOYMENT OPPORTUNITY

During the performance of this agreement, the contractor agrees as follows:

L.

The Contractor shall not discriminate against any employee or applicant for employment relating to this
agreement because of race, color, religious creed, sex, national origin, ancestry, age, physical or mental
disability, unless related to a bona fide occupational qualification. The Contractor shall take affirmative
action to ensure that applicants are employed and employees are treated equally during employment,
without regard to their race, color, religion, sex, age, national origin, or physical or mental disability.

Such action shall include but not be limited to the following: employment, upgrading, demotions, or
transfers; recruitment or recruitment advertising; layoffs or terminations; rates of pay or other forms of
compensation; and selection for training including apprenticeship. The Contractor agrees to post in
conspicuous places available to employees and applicants for employment notices setting forth the
provisions of this nondiscrimination clause.

The Contractor shall, in all solicitations or advertising for employees placed by or on behalf of the
contractor relating to this agreement, state that all qualified applicants shall receive consideration for
employment without regard to race, color, religious creed, sex, national origin, ancestry, age, physical or
mental disability.

The Contractor shall inform the contracting RTDOH's equal employment opportunity coordinator of any
discrimination complaints brought to an external regulaiory body (RI Ethics Commission, RI Department of
Administration, US DHHS Office of Civil Rights) against their agency by any individual as well as any
lawsuit regarding alleged discriminatory practice.

The Contractor shall comply with all aspects of the Americans with Disabilities Act (ADA) in employment
and in the provision of service to include accessibility and reasonable accommodations for employees and
clients,

Contractors and subcontractors with agreements in excess of $50,000 shall also pursue in good faith
affirmative action programs.

The Contractor shall canse the foregoing provisions to be inserted in any subcontract for any work covered
by this agresment so that such provisions shall be binding upon each subcontractor, provided that the foregoing
provisions shall not apply to contracts or subcontracts for standard commercial supplies or raw materials.
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ADDENDUM XV
BYRD ANTI-LOBBYING AMENDMENT

No Federal or State appropriated funds shall be expended by the contractor for influencing or attempting to influence
an officer or employee of any agency, a member of congress or State Legislature, an officer or empleyee of congress
or state legislature, or an employee of a member of congress or state legislature in connection with any of the
following covered actions: the awarding of any agreement; the making of any grant; the entering into of any
cooperative agreement; and the extension, continuation, renewal, amendment, or modification of any agreement,
grant, or cooperative agreement. Signing this agreement fulfills the requirement that contractors receiving over
$100,000 in Federal or State funds file with RIDOH on this provision.

If any Non-Federal or State Funds have been or will be paid to any person in connection with any of the covered
actions in this provision, the Contractor shall complete and submit a "Disclosure of Lobbying Activities" form.

The Contractor must certify compliance with all terms of the Byrd Anti-Lobbying Amendment (31 U.S.C 1352) as
published in the Federal Register May 27, 2003, Volume 68, Number 101.

The Contractor hereby certifies that it will comply with Byrd Anti-Lobbying Amendment provisions as defined in 45
CFR Part 93 and as amended from time to time.

Signature: !Z%E &ZAZJ(Z/ é% L{ ﬂ [2 421[2
Title: [%Mz&ﬂf é[’a%ﬂ[ﬁé ‘éiﬁsaﬁiaﬁgm %{ £ Z

Date: 41/03///7
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None

ADDENDUM XVI

BID PROPOSAL
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s ADDENDUM XVII

TN

CORE STAFF POSITIONS

Nancy Lebrun, CTR, CIS/HARI DIRECTOR

Lisa Garcia, CPEHR CIS/HARI CANCER REGISTRAR
Nicole Witherell, CIS/HARI CANCER REGISTRAR
Stephanie Rego, CIS'HARI CANCER REGISTRAR

Joshua Fenton, CIS/HARI CANCER REGISTRAR
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ADDENDUM XVIIT

FEDERAL SUB-AWARD REPORTING (FFATA)

See Attached
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ADDENDUM XIX
BUSINESS ASSOCIATE AGREEMENT

Except as otherwise provided in this Business Associate Agreement Addendum, Hospital Association of Rhode Island,
(hereinafter referred to as “Business Associate™), may use, access or disclose Protected Health Information to perform
functions, activities or services for or on behalf of the State of Rhode Island, Department of Health (hereinafter referred to
as the “Covered Entity”), as specified herein and the attached Agreement between the Business Associate and the Covered
Entity (hereinafter referred to as “the Agreement™), which this addendum supplements and is made part of, provided such
use, access, or disclosure does not violate the Health Insurance Portability and Accountability Act (HIPAA), 42 USC
1320d et seq., and its implementing regulations including, but not limited to, 45 CFR, parts 160, 162 and 164, hereinafter
referred to as the Privacy and Security Rules and patient confidentiality regulations, and the requirements of the Health
Information Technofogy for Economic and Clinical Health Act, as incorporated in the American Recovery and
Reinvestment Act of 2009, Public Law 111-5 (HITECH Act) and any regulations adopted or to be adopted pursuant to the
HITECH Act that relate to the obligations of business associates, Rhode Island Mental Health Law, R.I. General Laws
Chapter 40.1-5-26, and Confidentiality of Health Care Communications and Information Act, R.I. General Laws Chapter
5-37.3-1 et seq. Business Associate recognizes and agrees it is obligated by law to meet the applicable provisions of the
HITECH Act.

1. Definitions

A.  Generally:
(1) Terms used, but not otherwise defined, in this Agreement shall have the same meaning as those terms in 45
C.F.R. §§ 160.103, 164.103, and 164.304, 164.501 and 164.502.

(2) The following terms used in this Agreement shall have the same meaning as those terms in the HIPAA, the
Privacy and Security Rules and the HITECH Act: Breach, Data Aggregation, Designated Record Set, Disclosure,
Health Care Operations, Individual, Minimum Necessary, Notice of Privacy Practices, Protected Health
Information, Required By Law, Secretary, Security Incident, Subcontractor, Unsecured Protected Health

. Information, and Use.

B. Specific:
(1) "Addendum” means this Business Associate Agreement Addendum.

(2) "Agreement” means the contractual Agreement by and between the State of Rhode Island, Department of Health
and Business Associate, awarded pursuant to State of Rhode Island’s Purchasing Law (Chapter 37-2 of the
Rhode Island General Laws) and Rhode Island Department of Administration, Division of Purchases, Purchasing
Rules, Regulations, and General Conditions of Purchasing.

"Business Associate" generally has the same meaning as the term “business associate” at 45 CFR 160.103, and in
reference to the party to this agreement, shall mean Hospital Association of Rhode Island.
"Client/Patient” means Covered Entity funded person who is a recipient and/or the client or patient of the Business
Associate,
"Covered Entity" generally has the same meaning as the term “covered entity” at 45 CFR 160.103, and in reference to
the party to this agreement, shall mean Department of Health.
"Electronic Health Record" means an electronic record of health-related information on an individual that is created
gathered, managed or consulted by authorized health care clinicians and staff.
"Electronic Protected Health Information” or "Electronic PHI" means PHI that is transmitted by or maintained in
electronic media as defined in the HIPA Security Regulations.
"HIPAA" means the Health Insurance Portability and Accountability Act of 1996, Public Law 104-191.
"HIPAA Privacy Rule" means the regulations promulgated under HIPAA by the United States Department of Health
and Human Services to protect the privacy of Protected Health Information including, the Privacy, Security, Breach
Notification, and Enforcement Rules at 45 CFR Part 160 and Part 164.
H. "HITECH Act" means the privacy, security and security Breach noftification provisions applicable to Business
Associate under Subtitle D of the Health Information Technology for Economic and Clinical Health Act, which is
Title XII of the American Recovery and Reinvestment Act of 2009, Public Law 111-5, and any regulations
‘ promulgated thereunder and as amended from time to time.
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"Secured PHI" means PHI that was rendered unusable, unreadable or indecipherable to unauthorized individuals
through the use of technologies or methodologies specified under or pursuant to Section 13402 (h)(2) of the HITECH
Act under ARRA.

"Security Incident" means any known successful or unsuccessful attempt by an authorized or unauthorized individual
to inappropriately use, disclose, modify, access, or destroy any information.

"Security Rule" means the Standards for the security of Electronic Protected Health Information: found at 45 CFR
Parts 160 and 162, and Part 164, Subparts A and C. The application of Security provisions Sections 164.308, 164.310,
164,312, and 164.316 of title 45, Code of Federal Regulations shall apply to Business Associate of Covered Entity in
the same manner that such sections apply to the Covered Entity.

"Suspected breach" is a suspected acquisition, access, use or disclosure of protected health infermation (“PHI”) in
violation of HIPPA privacy rules, as referenced above, that compromises the security or privacy of PHI.

"Unsecured PHI" means PHI that is not secured, as defined in this section, through the use of a techuology or
methodology specified by the Secretary of the U.S. Department of Health and Human Services.

Obligations and Activities of Business Associate

Business Associate agrees to not use or further disclose PHI other than as permitted or required by this Agreement or
as required by Law, provided such use or disclosure would also be permissible by law by Covered Entity.

Business Associate agrees to use appropriate safeguards to prevent use or disclosure of the PHI other than as provided
for by this Agreement. Business Associate agrees to implement Administrative Safeguards, Physical Safeguards and
Technical Safeguards (“Safeguards™) that reasonably and appropriately protect the confidentiality, integrity and
availability of PHI as required by the “Security Rule.”

Business Associate agrees to mitigate, to the extent practicable, any harmful effect that is known to Business
Associate of a use or disclosure of PHI by Business Associate in violation of the requirements of this Agreement.
Business Associate agrees to report to Covered Entity any use or disclosure of the PHI not provided for by this
Agreement, including breaches of unsecured PHI as required by 45 C.F.R. § 164.410, and any Security Incident of
which it becomes aware, within five (5) days of the incident.

Business Associate agrees to ensure that any agent, including a subcontractor or vendor, to whom it provides PHI
received from, or created or received by Business Associate on behalf of Covered Entity agrees to the same
restrictions and conditions that apply through this Agreement to Business Associate with respect to such information
through a contractual arrangement that coroplies with 45 CF.R. § 164.314.

Business Associate agrees to provide paper or electronic access, at the request of Covered Entity and in the time and
manner designated by Covered Entity, to PHI in a Designated Record Set to Covered Entity or, as directed by
Covered Entity, to an Individual in order to meet the requirements under 45 C.F.R. § 164.524. If the Individual
requests an electronic copy of the information, Business Associate must provide Covered Entity with the information
requested in the electronic form and format requested by the Individual and/or Covered Entity if it is readily
producible in such form and format; or, if not, in a readable electronic form and format as requested by Covered
Entity. )

Business Associate agrees to make any amendment(s) to PHI in a Designated Record Set that Covered Entity directs
or agrees to pursuant to 45 C.F.R. §164.526 at the request of Covered Entity or an Individual, and in the time and
manner designated by Covered Entity. If Business Associate receives a request for amendment to PHI directly from
an Individual, Business Associate shall notify Covered Entity upon receipt of such request.

Business Associate agrees to make its internal practices, books, and records relating to the use and disclosure of PHI
received from, created or received by Business Associate on behalf of Covered Entity available to Covered Entity, or
at the request of Covered Entity to the Secretary, in a time and manner designated by Covered Entity or the Secretary,
for the purposes of the Secretary determining compliance with the Privacy Rule and Security Rule.

Business Asgsociate agrees to document such disclosures of PHI and information related to such disclosures as would
be required for Covered Entity to respond to a request by an Individual for an accounting of disclosures of PHI in
accordance with 45 C.F.R. §164.528.

Business Associate agrees to provide to Covered Entity or an Individual, in a time and manner designated by Covered
Entity, information collected in accordance with this Agreement, to permit Covered Entity to respond to a request by
an individual for an accounting of disclosures for PHI in accordance with 45 §C.F.R. 164,528,

If Business Associate accesses, maintains, retains, modifies, records, stores, destroys, or otherwise holds, uses, or
discloses Unsecured Protected Health Information (as defined in 45 C.F.R. § 164.402) for Covered Entity, it shall,
following the discovery of a breach of such information, notify Covered Entity of such breach within a period of five
(5) days after discovery of the breach. Such notice shall include: &) the identification of each individual whose
Unsecured Protected Health Information has been, or is reasonably believed by Business Associate to have been
accessed, acquired or disclosed during such breach; b) a brief description of what happened, including the date of the
breach and discovery of the breach; ¢) a description of the type of Unsecured PHI that was involved in the breach; d)
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a description of the investigation into the breach, mitigation of harm to the individuals and protection against further
breaches; ¢) the results of any and all investigation performed by Business Associate related to the breach; and f)
contact information of the most knowledgeable individual for Covered Entity to contact relating to the breach and its
investigation into the breach.

To the extent the Business Associate is carrying out an obligation of the Covered Entity’s under the Privacy Rule, the
Business Associate must comply with the requirements of the Privacy Rule that apply to the Covered Entity in the
performance of such obligation.

M. Business Associate agrees that it will not receive remuneration directly or indirectly in exchange for PHI without

authorization unless an exception under 45 C.F.R. § 164.502(a)(5)(ii}(B)(2) applies.

Business Associate agrees that it will not receive remuneration for certain commumications that fall within the
exceptions to the definition of Marketing under 45 C.F.R. §164.501, unless permitted by 45 C.F.R. §
164.508(a)(3)}(A)-(B).

If applicable, Business Associate agrees that it will not use or disclose genetic information for underwriting purposes,
as that term is defined in 45 C.F.R. § 164.502,

Business Associate hereby agrees to comply with state laws and rules and regulations applicable to PHI and personal
information of individuals’ information it receives from Covered Entity during the term of the Agreement.

i, Business Associate agrees to: (2) implement and maintain appropriate physical, technical and administrative
security measures for the protection of personal information as required by any state law and rules and
regulatiens; including, but not limited to: (i) encrypting all transmitted records and files containing personal
information that will travel across public networks, and encryption of all data containing personal information to
be transmitted wirelessly; (ii) prohibiting the transfer of persenal information to any portable device unless such
transfer has been approved in advance; and (iii) encrypting any personal information to be transferred to a
portable device; and (b) implement and maintain a Written Information Security Program as required by any
state law as applicable.

il. The safegnards set forth in this Agreement shall apply equally to PHI, confidential and “personal information.”
Personal information means an individual's first name and last name or first initial and last name in combination
with any one or more of the following data elements that relate to such resident: (a) Social Security number; (b)
driver's license number or state-issued identification card number; or (¢) financial account number, or credit or
debit card number, with or without any required security code, access code, personal identification number or
password, that would permit access to a resident's financial account; provided, however, that "personal
information" shall not include information that is lawfully obtained from publicly available information, or from
federal, state or local government records lawfully made available to the general public.

3. Permitted Uses and Disclosures by Business Associate

A,

Except as otherwise limited to this Agreement, Business Associate may use or disclese PHI to perform functions,
activities, or services for, or on behalf of, Covered Entity as specified in the Service Arrangement, provided that such
use or disclosure would not violate the Privacy Rule if done by Covered Entity or the minimum necessary policies
and procedures of Covered Entity required by 45 C.F.R. §164.514(d).

Except as otherwise limited in this Agreement, Business Associate may use PHI for the proper management and
administration of the Business Associate or to carry out the legal responsibilities of the Business Associate,

Except as otherwise limited in this Agreement, Business Associate may disclose PHI for the proper management and
administration of the Business Associate, provided that disclosures are Required By Law, or Business Associate
obtains reasonable assurances from the person to whom the information is disclosed that it will remain confidential
and used or further disclosed only as Required By Law or for the purpose for which it was disclosed to the person,
and the person notifies the Business Associate of any instances of which it is aware in which the confidentiality of the
information has been breached.

Except as otherwise limited in this Agreement, Business Associate may use PHI to provide Data Aggregation services
to Covered Entity as permitted by 45 C.F.R. §164.504 (e)(2)(i)(B).

Business Associate may use PHI to report violations of law to appropriate Federal and State authoritics, consistent
with 45 C.F.R. §164.502G)(1).

4. Obligations of Covered Entity

A.

Covered Entity shall notify Business Associate of any limitation(s) in its notice of privacy practices of Covered Entity
in accordance with 45 C.F.R. § 164.520, to the extent that such limitation may affect Business Associate’s use or
disclosure of PHI.
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